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ABSTRACT 
We present  a m e t h o d  to cert ify a subset  of t he  Java  byte-  
code, wi th  respect  to security.  The  m e t h o d  is based  on 
abs t rac t  in te rp re ta t ion  of the  opera t iona l  semant ics  of t he  
language.  We define a concrete smal l -s tep enhanced seman-  
tics of t he  language, able to keep informat ion on the  flow 
of d a t a  and control  during execution.  A ma in  po in t  of th is  
semant ics  is the  hendli,~g of t he  infiuence of the  informa- 
t ion flow on the  ope rand  stack. We then  define an abs t rac t  
semantics,  keeping only the  securi ty  informat ion and  for- 
get t ing the  actual  values. This  semant ics  can be  used as a 
s ta t ic  analysis tool  to check secur i ty  of programs.  The  use of  
abs t r ac t  in te rp re ta t ion  allows, on one side, being semant ics  
based,  to accept  as secure a wide class of programs,  and,  on 
the  other  side, being rule based,  to  be  fully au toma ted .  

Keywords 
Security,  In format ion  Flow, Java  bytecode,  Abs t r ac t  In ter -  
p re t a t ion  

1. INTRODUCTION 
The  problem of securi ty  leakages for Java  by tecode  is of 

grea t  impor t ance  since p rograms  compi led  into the  Java  Vir- 
tua l  Machine by tecode  language, J V M L  [21], can be  down- 
loaded by the  In te rne t  and executed  by a Java-compat ib le  
web browser. Assume tha t  a downloaded p rogram needs to 
access to the  user pr ivate  d a t a  to compute  some informa- 
t ion.  I f  the  p rogram also needs to access over the  Internet ,  
the  pr iva te  d a t a  could be leaked. We want  to be sure tha t ,  
given a p rog ram tha t  accesses pr iva te  information,  i t  will be 
unable  to  leak such data .  Of course, users have the  opt ion 
to  forbid downloaded code fTom accessing any local file, bu t  
useful p rograms need to  access to  pr ivate  files in order  to 
per form their  tasks.  
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The  classical formulat ion of the  secure in/orrnation flora 
proper ty  [I0, i i ,  2] requires tha~. informat ion at  a given secu- 
r i ty  level does no t  flow to  lower levels. The  problem has been 
extensively s tud ied  for p rograms  wr i t t en  in s t ruc tu red  high 
level languages. Given a p rogram in which every variable 
is assigned a secur i ty  level, i t  has secure information flow 
if, when the  p rog ra m te rmina tes ,  the  value of each variable 
does not  depend  on the ini t ial  value of the  variables wit.h 
higher securi ty  level. Let  us suppose  t h a t  vaxiable y has 
securi ty  level higher than  t h a t  of  variable x. Examples  of 
violat ion of secure informat ion  flow in high level languages 
are: x :=y  and  i f  yffiO t h e n  = : = t  e l s e  x:=O. In the  
first case, there  is an explicit  informat ion flow f~om y to x, 
while, in the  second case there  is an  implicdt informat ion 
flow: in bo th  cases, checking the  final value of x reveals 
informat ion on the  value of the  higher  securi ty  variable y. 
Other  secur i ty  l e a k ~ e s  occur  when high level informat ion is 
revealed not  only by  the  value of the  variables, bu t  by the  
behavior  of the  p rog ram [22]. Consider  the p rogram whi le  
(y > 0) do sk ip .  This  is an example  of securi ty  leakage 
due to  nonte rmina t ion ,  since i t  loops indefinitely when the  
high securi ty  var iable  is greater  t han  zero. 

JVML is a s tack based  assembly language. When  con- 
s idering informat ion flow in assembly code, some specific 
aspects  mus t  be  taken  into account:  

explicit flow. In a high level language explicit flow 
of informat ion occurs wi th  the  ass ignment  s ta tement .  
Thus,  the  secur i ty  level of  t he  flowing information can 
be deduced  by  the  expression on the  r ight- l iand side 
of the  assignment .  In  machine  code, i n~ead ,  values 
are pushed  onto and  p o p p e d  off the  stack, and  a pop 
ins t ruct ion  does not  syn tac t ica l ly  reveal  the  source of 
the  value. 

implicit flow. In high level languages,  the  scope of the  
implicit flow caused by  the  condi t ion of  condi t ional  
or repe t i t ive  commands  can be easily derived, since it 
coincides wi th  the  scope of t he  c o m m a n d  itself. Since 
assembly languages axe uns~.ructured, j u m p s  may  go to  
any p rogram point ,  mak ing  more  compl ica ted  to  find 
the  scope of  impl ic i t  flows. Moreover,  also the  ope rand  
s tack is influenced by the  impl ic i t  flow, because the  
s tack m a y  be m a n i p u l a t e d  in different ways by  the  
branches  of a b ranch ing  ins t ruct ion:  t hey  can perform 
a different number  of pop  and  push operat ions ,  and  
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wi th  a different order.  

• m a c h i n e  state. Since an  assembly  l anguage  defines an  
abs t r ac t  m a c h i n e  on which p rog rams  are executed,  also 
modi f ica t ions  of the s t a te  of the  m a c h i n e  caused  by  
high level i n f o r m a t i o n  m u s t  be  t aken  in to  account ,  like 
as the con t en t s  of the  o p e r a n d  s tack and  the  con t en t s  
of t he  p rog ram coun te r  w h e n  the  p r o g r a m  t e rmina t e s .  

We presen t  a m e t h o d  to  cert i fy secur i ty  of progr~m~ in  
a subse t  of JVML.  T h e  m e t h o d  is based  on abs t r ac t  in ter -  
p r e t a t i o n  of ope ra t iona l  s eman t i c s  [8, 9, 19]. W e  define a 
concre te  ope ra t i ona l  s eman t i c s  of the  language ,  able  to keep 
in fo rma t ion  flow d u r i n g  execut ion .  T h e  basic  ideas on  which 
the  seman t i c s  is based  are: i) values car ry  a secur i ty  level 
which changes  dynamica l ly ,  d e p e n d i n g  on how the  values  
are m a n i p u l a t e d ,  a n d  ii) impl ic i t  flow is mode l ed  by  an  en-  
v i r o n m e n t ,  which  records the  secur i ty  level of the  impl ic i t  
flow. T h e  e n v i r o n m e n t  is u p d a t e d  w h e n  an  impl ic i t  flow 
begins  (when  a b r a n c h i n g  i n s t r u c t i o n  is executed) ,  a n d  it  is 
r es to red  on  t e r m i n a t i o n  of the  impl ic i t  flow. A m a i n  po in t  
is h a n d l i n g  th is  e n v i r o n m e n t ,  a n d  in  pa r t i cu l a r  i ts  inf luence  
on the  o p e r a n d  stack.  We t h e n  i n t r o d u c e  an  abs t r ac t  oper-  
a t iona l  s eman t i c s  t h a t  d is regards  the  n u m e r i c a l  p a r t  of the  
values, a n d  opera tes  on ly  on  the i r  secur i ty  levels. We show 
t h a t  the  a b s t r a c t  s eman t i c s  c an  be  used  to  check secur i ty  of 
programs.  T h e  use  of a b s t r a c t  i n t e r p r e t a t i o n  allows, on  one 
side, be ing  s eman t i c s  based,  to accept  as secure a wide class 
of p rograms,  and ,  on t he  o ther  side, be ing  ru le  based ,  to be  
fully a u t o m a t e d .  

T h e  r e m a i n d e r  of the  pape r  is o rgan ised  as follows: Sec- 
t i on  2 p resen t s  the  language.  Sec t ion  3 in t roduces  the secu- 
r i ty  model .  Sect ion 4 a n d  5 define the  concre te  a n d  abs t r ac t  
semant ics ,  respectively.  Sec t ion  6 compares  our  approach  
wi th  o ther  ones. T h e  proofs of t h e o r e m s  are on ly  sketched.  
T h e  comple te  proofs can  be  found  in  [7]. 

2. T H E  L A N G U A G E  
This  sec t ion  p resen t s  the  l anguage  a n d  its semant ics .  W i t h  

N we deno te  the n a t u r a l  n u m b e r s .  G iven  a set A, A* de- 
notes  the  set of f ini te  sequences  of e lements  of A; ~ ind ica tes  
t h e  e m p t y  sequence;  if tv is a f ini te  sequence,  ~J  deno tes  the  
length  of vJ, i.e. the  n u m b e r  of e l emen t s  of w; • denotes  b o t h  
the  c o n c a t e n a t i o n  of a va lue  to  a sequence a n d  the  s t a n d a r d  
c o n c a t e n a t i o n  ope ra t i on  be tween  sequences,  i.e. if w, u ~ A ° 
a n d  k ~ A, k • uJ is the  sequence  o b t a i n e d  p r e p e n d i n g  /c to 
uJ, and  ~ • u is o b t a i n e d  by  a p p e n d i n g  u to ~J; finally, if 
i ~ {1 . . . .  , ~ v ) ,  wi th  w[i] we  deno te  t h e  i - th e l emen t  of w, 
i.e. if ~v ----- rex - - -  w , ,  ~v[i] ---- w~. We  represen t  s tacks by  se- 
quences ,  w i th  the  c o n v e n t i o n  t h a t ,  if ~J is a n o n e m p t y  stack,  
• 011] is the  top  e lement .  

O u r  l anguage  is the  subse t  of J V M L  [21] called JV ML0  
in  [20]. I t  h a s  an  o p e r a n d  stack, a m e m o r y  conta-~nin~ the  
local variables ,  s imple  a r i t h m e t i c  i n s t r u c t i o n s  a n d  condi-  
t i o n a l / u n c o n d i t i o n a l  j u m p s .  T h e  i n s t r u c t i o n s  are r epo r t ed  
in  F igure  1, where  z ranges  over a set ear  of loc~! variables 
a n d  op over a set of b i n a r y  a r i t hme t i c  ope ra t ions  (add ,  s u b ,  
. . ) .  No te  t ha t  the l anguage  suppo r t s  s u b r o u t i n e  calls v ia  
t he  j e t  j and  re~  z in s t ruc t ions .  

A p rog ram is a sequence  c of i n s t ruc t ions ,  n u m b e r e d  s ta r t -  
ing f rom address  1; Vi E { 1 , - . .  , ~c}, c[i] is t he  i n s t r u c t i o n  
at  address  i. I n  the  following, given a sequence  of ins t ruc -  
t ions  e, we deno te  by  V a t ( c )  t h e  var iable  n a m e s  occur r ing  
in c- We assume t h a t  p rog rams  respect  the  following s ta t ic  

op 

p o p  
p u s h  k 
l o a d  z 
s t o r e  z 
i f  $ 
gore  j 
j e t  i 

Eet  z 
h a l t  

pop  two ope rands  off the stack,  pe r fo rm the  
opera t ion ,  a n d  p u s h  t he  resul t  on to  the  s tack 
d iscard  the  top  value f rom the  s tack  
p u s h  t he  c o n s t a n t  k on to  t he  s tack 
p u s h  t he  va lue  of the  var iable  z on to  the  s tack  
pop  o~  t he  s tack  a n d  s tore  t he  value in to  
pop  of[ the  s tack  a n d  j u m p  to  $ if non-zero  
j u m p  to  
a t  address  p, j u m p  to  address  j and  push  
r e t u r n  address  p + I on to  the  o p e r a n d  stack 
j u m p  to the  address  s to red  in  z 
s top  

F i g u r e  i :  I n s t r u c t i o n  s e t .  

cons t ra in t s ,  genera l ly  checkable us ing  the  code  verifier: no  
s tack  overflow a n d  under f low occur ,  a n d  execu t ions  will no t  
j u m p  to u n d e f i n e d  addresses.  

We give t he  seman t i c s  of the  p r o g r a m  in  te rms  of a t r a n -  
s i t ion  sys tem,  whose p a t h s  represen t  execu t ion  t races  a n d  
whose nodes  d isp lay  t he  p r o g r a m ' s  chang ing  s ta tes .  

Def in i t ion  1. A t r a n s i t i o n  s y s t e m  T is a t r ip le  (S, -~,  so), 
where  S is a set  of stat.es, so G S is the  in i t ia l  s ta te ,  a n d  
-+C_ B x ~q is t he  t r a n s i t i o n  re la t ion .  We say t h a t  t he re  is a 
t r a n s i t i o n  f rom s to  s f if a n d  on ly  if (s,  s ~) E--+, usua l ly  we 
wri te  s --~ s ~. We  deno te  by  " ~ the  reflexive a n d  t r a n s i t i v e  
closure of ). IV[ore.over, we say t h a t  s E S is a f inal  s t a t e  
of the  t r a n s i t i o n  s y s t e m  (deno t ed  by  s ~ )  if a n d  on ly  if no  
s ~ exists such t h a t  s --~ g .  

T h e  s t anda rd  seman t i c s  of the  l anguage ,  def ined  as a set of 
inference rules,  is r e p o r t e d  in  F igure  2. T h e  semant ic s  uses 
a d o m a i n  ~,~ of c o n s t a n t  values,  r a n g e d  over by  k, k l ,  k2,- -  •, 
i n c l ud i ng  b o t h  d a t a  a n d  addresses ( r anged  over by  i , j , - . -  ); 
a d o m a i n  of func t ions  J~i e : ~ a r  -+ ~ o f m e m o r i e s  f rom vari-  
able  ident if iers  to  values,  r a n g e d  over b y  ~rL, vrL',vrL1, - - • a n d  
a d o m a i n  S ~ ~ ( V ' ) "  (Knife sequences  over ~e) of s tacks,  
r a n g e d  over by  s , s ' , S l , - - - .  I n  the  following, g iven a m e m -  
ory ~ ,  we deno te  by  D ( m )  C__ v a t  t he  d o m a i n  of ~ ,  i.e. t he  
var iables  s tored  in  fn. 

We  mode l  a s t a t e  of the  p r o g r a m  execu t ion  as a tup le ,  
(~, ~a, s), where  i is t he  address  he ld  by  the  p r o g r a m  counter ,  
~a is the  m e m o r y  r ep re sen t i ng  the  c u r r e n t  s t a t e  of the  local 
var iables  a n d  s is t he  c u r r e n t  s t a t e  of the  o p e r a n d  stack.  
We  as sume  t h a t  a p r o g r a m  is always executed  s t a r t i n g  from 
the  i n s t r u c t i o n  c[1] a n d  wi th  a n  e m p t y  o p e r a n d  s tark .  We  
denote  as C" the  d o m a i n  of s tates .  

T h e  rules  of t he  s t a n d a r d  s e ma n t i c s  define a r e l a t ion  ) • C 
C a × C ~. T h e  n o t a t i o n  7rt[k / z] is used  to  ind ica te  the  m e m -  
ory rn '  which  agrees w i th  m for all variables,  except  for z ,  
for which  i t  is m ' ( z )  ---- k. 

G i ve n  a p r o g r a m  c a n d  a m e m o r y  m E J~/~, the  s t a n d a r d  
seman t i c s  of t he  p r o g r a m  is t he  t r a n s i t i o n  sys t em def ined  
a~ (C e , ) e, (I ,  m ,  ~)) ,  where  t he  in i t i a l  s t a t e  co-~iAts of t he  
address  of the  first  i n s t ruc t i on ,  t h e  given m e m o r y  a n d  t he  
e m p t y  o p e r a n d  stack.  Since the  p r o g r a m  is de te rmin i s t i c ,  
t he  co r r e spond ing  t r a n s i t i o n  s y s t e m  has  on ly  one,  poss ib ly  
inf ini te ,  pa t h .  T h e  f inal  s ta te ,  if it  e3dsts, is u n i q u e  a n d  
it has  the  form (i, rn ' ,  s) wi th  c[~ = h a l t ,  for some  s a n d  
rrt'. We do no t  requi re  t h a t  t he  o p e r a n d  s tack is e m p t y  on  
p r o g r a m  t e r m i n a t i o n .  
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op  

p o p  

p u s h  

l o a d  

s~.ore  

if/elae 

iftr~,e 

go to  

j s r  

r e t  

c[ i ]  = e p  
( i , ,n ,k~.k=.s)  )" ( i +  l ,m,(k~ o~k~).s) 

c[i] = 
(4,m,~. ~) ---," ( i+  ~ ,~ , , )  

C[i] = push k 
( i , m , s )  ---~" ( i +  1 , m , k . s )  

( i ,m ,  s) ~ (i + l , m , k ,  s) 

c[i]  = s ~ o ~ e  • 
(i, m,  k-  , )  ," (i + 1, = [ k  / •1, s) 

c[i] = ~1 j 
( i ,m,O • a) )e (i ..t- 1, rn, , )  

cIi] = ~s j 
," 

c[i] = got° j 
(i, ,n,  s) ," (/, m ,  , )  

c[4] = j s r  j 

c[i] = r e t  • 
s)  )" s)  

F i g u r e  2: S t a n d a r d  s e m a n t i c s  r u l e s .  

We now recall the  not ion of control flow graph of a pro- 
gram, containing the control dependencies among the in- 
s t ruct ions of the program, and  the  not ion  of pos tdominat ion  
and immedia te  pos tdomina t ion  in directed graphs [4]. 

Definition 2. Given a program c composed of n instruc- 
tions (~c = n),  the control f lo~  graph of the program is the 
directed graph (V, E),  where V = {1, . , n  + 1} is the set of 
nodes and E C_ V x V contains  the edge (i, j )  if and  only if 
the ins t ruc t ion  at  address j can be immediate ly  executed a~- 
ter tha t  at address i; moreover it contains  the  edge (i, n-I- 1) 
f~om each address i such tha t  c[i] = h a l t .  

Definition 5. Let i and j be nodes of a control flow graph 
of a program with n instruct ions.  We say tha t  node j post. 
dominates 4, denoted by j pd 4, if j ~ i and  j is on every 
pa th  s tar t ing  from i. We say tha t  node j immediate post- 
dominates i, denoted by j ipd i, i f j  pd i and  there is no node 
r such tha t  j pd r pd i. We also use the no ta t ion  j = ipd(i). 
For each node i ~ n + 1 such tha t  ipd(i) does not  exists, we 
put  ipd(i) = n + 1. 

The control flow graph is bui l t  by stat ically examining  the 
program. I t  has one and  only one init ial  node, the node 1, 
and one and only one final node, n + 1. Moreover, ipd(i) 
exists for each node i E {1,---  , n}.  We use the  control flow 
graph and the noLion of immedia te  pos tdominat iou  to han-  
dle implicit  informat ion flows. Each branching  ins t ruct ion 
£f j or r a t  z causes the beginning  of an implicit  f lea: if the  
ins t ruct ion is at address i, t hen  the implicit  flow affects all 
instruct ions belonging to a pa th  from i to ipd(i); ipd(i) is 
the first ins t ruc t ion  not affected by the implicit  flow, since 
it represents the point  in which the ditferent branches join. 
Note t ha t  ipd(i) = n + l  for each node i belonging to a cycle. 
Thus  the implicit  flow holding on entering a cycle affects all 
successive instructions.  

3. T H E  S E C U R I T Y  M O D E L  
We assume a finite latt ice (/~, _E), where £ is a set of se- 

curi ty levels, ranged over by  a, r ,  .., part ial ly ordered by _E. 
Given ~r, r E /:, u U r denotes the least upper  bound  of u 
a n d r ; u r - r  ( o r ~ u )  m e ~ n ~ C r a n d u ~ ' .  

To model security, we consider anno ta t ed  program% where 
each variable is associated wi th  a security level. A program 
P is a pair (c, A) where c is a sequence of instruct ions,  and 
A is a par t i t ion  of the variables in Var(c):  A ----- {Ao [~r E 1~) 
where Vu E P : A~ _C Var (c )  is the set of variables with 
security level u. 

Given a program P = (c, A) and  u E £,  we denote by 
A_E= = O,E~A,  the variables of P with level _E u and  by 
A~¢ the other variables. 

The not ion of security we are going to introduce,  denoted 
as u-security, is parametr ic  with respect to a security level 
u, and  describes the fact tha t  informat ion  with security level 
[Z u is kept secret, u-securi ty  guarantees the absence of dif- 
ferent possible leakages: it assures t ha t  the initial  values of 
the variables in A[= do not  affect the final value of ~he vari- 
ables in A_E= and  tha t  informat ion on such values cannot  be 
retrieved in the  machine  s ta te  looking at the operand stark 
elements or at the address of the last ins t ruct ion executed. 
Moreover, it guarantees tha t  high level information is not  
revealed by observation on the t e rmina t ion  of the program. 

Definition J. Let P ---- (c, A) and  u E £.  We say tha t  P 
is u-secure if, for each ass ignment  of values to the variables 
in A___~, it holds tha t :  for each pair  of memories m l  and  
m~, such tha t  D ( m l )  = D ( m 2 )  = Var(c )  and Y z  E A[~, : 

= 

implies 
3~rt~ such t h a t  (1, ~rt2, ),) * ~ ~ (i, Tn~, s) 7/+ with V~ E A_~ : 

(=) = 

The not ion  of u-securi ty  does no t  exclude tha t  the final 
value of a variable z EAc_= is influenced by the value of 
some other variable IIE Ac_u with securi ty level higher t han  
tha t  of z. In  fact u-securi ty  par t i t ions  the security levels 
into two groups: those lower t h a n  or equal to u,  and those 
higher t han  or not  related to ~, and  ensures only tha t  there 
is no flow of informat ion from the second group to the first 
one, while vaxiables in Ac_~ can depend from each other in 
any way. As a consequence, ~r-security does no t  guarantee 
u ' - s e c u r i t y  for u '  r- u.  

Let (£,  ___), with £ = {u, 1"} and  u r" r .  Assume ~ E A r  
and z E A=. Examples of nen-~r-secure prograrn~ axe shown 
in figure 3. Program 3 (a) corresponds to i£  y=0 then  
x : = l  e l s e  x:=0. Program 3(b) shows an assembly code 
which jumps  to different points  depending  on the  value of 
t/ ( ins t ruct ion r e t  y at address 7), and  then z is assigned 
a different value. The  program in  Figure 3(c) terminates  or 
does not  t e rmina te  depending  on the value zero or non-zero 
of y. Figures 3(d) ( 3 ( e )  ) reports  a program which termi- 
nates  with different stacks (respectively at different program 

• points) according to the value zero or non-zero of y. 

4. T H E  C O N C R E T E  S E M A N T I C S  
This section presents an  enhanced  concrete operational se- 

mant ics  of the language in Figure 1, able to check violations 
of u-securi ty  in a program. The  semantics 
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1 
2 
3 

5 
6 
7 

l o u d  y 
i f  5 
push  1 
g o t o  6 
push  0 
s t o r e  x 

h a l t  

( ' 0  

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
I I  
12 

l o a d  y 
~f 6 
push  8 
go to  6 
push  10 
s t o r e  y 
~ s t  y 
push  1 
go to  11 
push  0 
s ~ o r e  x 
h a l t  

O) 

1 l o a d  y 1 l o a d  y 

3 h a l t  3 push  1 
4 g o t o  6 
6 push  0 
6 h a l ~  

(c) (d) (e) 

F i g u r e  3: N o t  o - s e c u r e  p r o g r a m s .  

1 l o a d  y 
2 i f  4 
3 h a l t  
4 h a l t  

• Handles  values enr iched  wi th  a secur i ty  level. D u r i n g  
the  execut ion  of a p rogram,  the  secur i ty  level of a value 
ind ica tes  the  least  uppe r  b o u n d  of the  secur i ty  levels 
of the  i n fo rma t ion  flows, b o t h  explici t  and  implici t ,  on 
which the  value depends .  

• Executes  i n s t r u c t i o n s  u n d e r  a security e~vironlnent, 
which is a secur i ty  level. At  each m o m e n t  du r ing  
the execut ion ,  the secur i ty  e n v i r o n m e n t  represents  the  
least  u p p e r  b o u n d  of the  secur i ty  levels of the  open  
impl ic i t  flows. T h e  secur i ty  e n v i r o n m e n t  can  be up-  
graded  by  a b r a n c h i n g  i n s t r u c t i o n  ( i f  a n d  r o t )  a nd  
can  be  downgraded  when  an  impl ic i t  flow t e rmina tes .  

T h e  semant ic s  uses the  control  flow graph of a p rog r a m to 
hand le  impl ic i t  flows (see sect ion 2). T h e  impl ic i t  flow of an  
i~' or r o t  i n s t r u c t i o n  a t  address  i t e r m i n a t e s  at  t he  ins t ruc-  
t ion wi th  address  ipd( i ) .  O n  execu t ing  the  i f  or re'c ins t ruc -  
t ion  wi th in  a secur i ty  e n v i r o n m e n t  o, the semant ics  records 
the pair  ( ipd(i) ,  ~),  a n d  t h e n  the  secur i ty  e n v i r o n m e n t  is 
(possibly) u p g r a d e d  to consider:  i) for the  i f  i n s t ruc t ion ,  
the  secur i ty  level of the  condi t ion ,  i.e. the top value on the  
ope rand  stack and  ii) for t he  r o t  z i n s t ruc t ion ,  the  secur i ty  
level of t he  address  s tored in to  x. W h e n  the  impl ic i t  infor- 
m a t i o n  flow t e rmina t e s ,  i.e- w h e n  the  i n s t r u c t i o n  a t  address 
ipd(i) is reached,  the e n v i r o n m e n t  is reset  to  o, i.e. the  
e n v i r o n m e n t  ho ld ing  w h e n  the  i n s t r u c t i o n  which or ig ina ted  
the impl ic i t  flow was executed.  To mode l  nes ted  b ranch ing  
ins t ruc t ions ,  t he  semant ic s  records the  pairs  (ipdCi), o) ' s  in  
a stack, since, in  presence of nes ted  b r a n c h i n g  ins t ruc t ions ,  
the  i n n e r m o s t  impl ic i t  flow t e rmina t e s  first. T h e  stack is 
called ipd stack. 

We now in t roduce  the  d o m a i n s  of the concre te  semant ics .  
Enr iched  values are pub's v = (k, o),  where k E ~ (deno ted  
as the  numerical part of v), is a cons t an t ,  a n d  cr E /2 is 
deno ted  as the  ~ecuri~y level of v. G iven  o E £ ,  (k, or) is 
called ~-va lue  and  1)= is the  set of a-values .  ~ = ( ~  ~ £ )  is 
the  doma in  of concre te  values,  r anged  over by  v, v ~, v l , ' " .  
J~i : var  --~ ~ is the d o m a i n  of concre te  memories ,  r anged  
over by M , M ' , M x , . " .  ~q = 1/* are t he  concre te  o p e r a n d  
stacks, r anged  over by S , S ' , S I , - ' . ,  and  ~ = ( N  x E)*, 
r anged  over by  p,p* , . . ,  are t he  ipd  stacks. G iven  M E J~/, 
D ( M )  denotes  the  d o m a i n  of M .  

T h e  rules  of the  ope ra t iona l  semant ics  are shown in  Fig- 
ure  4. T h e  rules define a re la t ion  ~ C_ C x C, where C is 
a set of concre te  s tates .  Each  s ta te  has  the  s t r u c t u r e  ~ 

(i, M,  S, p), where  o E c is the  e n v i r o n m e n t ,  i 6 {I, .., ~c} is 
the  con ten t s  of the proKraJm counter ,  M E .A~ is a concre te  
memory ,  S E 8 represen ts  the  concre te  o p e r a n d  stack s.ud 
p E ~R. is the ipd stack.  The r e  is a one to one cor respondence  
be tween  the  s t a n d a r d  stud the  concre te  sememtics rules,  ex- 
cept  for the  i p d  rule,  which  is new. W h e n  this  ru le  is appli-  
cable,  no  o ther  rule  is so. T h e  rules ensu re  t h a t  the  e lements  
presen t  in  t he  o p e r a n d  s tack  have secur i ty  level h igher  t h a n  
or equal  to the  secur i ty  level of the  e n v i r o n m e n t  (see L e m m a  
1). 

To keep the  secur i ty  level of a va lue  equal  to  the  secur i ty  
level of t he  i n f o r m a t i o n  on  which it  depends ,  the  semant ics  
modifies the  secur i ty  level of ear~ value p u s h e d  onto  the  
o p e r a n d  s tack  accord ing  to  the  p resen t  e n v i r o n m e n t ,  lqLule 
p u s h  assigns to  the c o n s t a n t  t he  secur i ty  level of the  envi-  
r o n m e n t  (a no t  yet  used  c o n s t a n t  can  be  t h o u g h t  as hav ing  
the m i n i m u m  secur i ty  level). Ru le  l o a d ,  if the i n s t ruc t i on  
is l o a d  x, assigns to  the  va lue  pushed  on to  the s tack the 
least  u p p e r  b o u n d  be tween  the  secur i ty  level of M ( z )  and 
t he  e n v i r o n m e n t .  T h e  m e a n i n g  of the  rules  op ,  p o p ,  s t o r e  
a n d  g o t o  is s t ra ight forward .  R u l e  j s r  associates the  r e t u r n  
address  p u s h e d  onto  the  s tack w i t h  the  secur i ty  level of the  
e n v i r o n m e n t .  

A n  impl ic i t  flow is en te red  w h e n  an  i f  or a r o t  i n s t r u c t i o n  
is executed.  Cons ider  Rules  iftr,,e a nd  i f lal ,e  appl ied  to 
an i f  i n s t r u c t i o n  a t  address  i: if t he  value on  top of the  
o p e r a n d  stack is (k, ~-), t he  selected b r a n c h  of the  i n s t ruc t i on  
is executed  u n d e r  the  I" secur i ty  e n v i r o n m e n t .  Moreover 
(ipd(~), o) is p u s h e d  on to  t he  ipd s tack  ((ipd(~), o)G)p),  f rom 
which it will be  t a k e n  on  t e r m i n a t i o n  of the impl ic i t  flow. 
We assume tha t  G) avoids push i ng  an  address  i on to  the  ipd  
s tack  if i is a l ready  on t he  top  of the  stack.  In  fact, if two or 
more  nes t ed  b r a n c h i n g  i n s t r u c t i o n s  t e r m i n a t e  a t  the  same 
ipd, on t e r m i n a t i o n  of the  impl ic i t  flows the  e n v i r o n m e n t  
m u s t  be  the  one ho ld ing  on  e n t e r i n g  the  ou t e rmos t  one. 

T h e  rules  for i f  u p g r a d e  the  secur i ty  level of each value 
held by  a var iable  ass igned by  a s t o r e  i n s t r u c t i o n  in  at  least  
one of the  two branches :  let  W : ~z]c~] : s t o = e  z a n d  j 
belongs  to  a p a t h  of the cont ro l  flow graph  s t a r t i ng  at  i 
a n d  end ing  at ipd(i),  exc lud ing  ipd(i)) .  For each z E W ,  
if MC~) = (~, o-), t h e n  ~p.q,,'~de~CM,~,',")(=) = (k,o- ,~ -,-). 
T h e  secur i ty  level of t he  var iables  no t  in  W is no t  changed  
by  upgradeM(M,  i, r ) .  U p g r a d i n g  t he  m e m o r y  in  this  way 
takes in to  accoun t  the  fact t h a t  a var iab le  m a y  be  modif ied 
in  one b r a n c h  a n d  no t  in  the  o ther  one. 
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i p d  

o p  

p o p  

p u s h  

l o a d  

s t 0 r e  

Koto 

if~.~,, 

j a r  

r e t  

or ~ ( i ,M,S ,p )  , T ~ ( i ,M,S ,p ' )  
c[~ = op i not_in p 

o ~ (i, M, (k~, 7x). (k2, ~ ) -  S, p) ---* o ~ (~ + 1, M, ( ~  op k2, ~ U ~ ) .  S, p) 
cli  ] = pop i not_/n p 

~ ( i , M , ( k ,  7")..q,p) ) o ~ (i-I- 1,M',8,p) 
c[i] = push k i m~_/n p 

cr ~ (i, M,  8, p) ) o ~ (i + 1, M,  (k, ~) .  S, p) 
c[i] = Zoad z M ( z )  = (k, r)  i m~_/n p 

~ (C M,S,p) - - ,  ~ ~ (~ + ~,M, (~,~ u ~).  S,p) 
e[~ = s t o r e  x i not_in p 

o" I= (i, M,  (k, . ) -  S, ~) , ~ ~ (i + Z, M[(~,  . )  / =], S, p) 
c [ i ] =  go to  j i not_in p 

c[i] = ~ j i ~ot_in p 
~ (i, M, (0, ~)- ~, p) ---t ~ ~ (i + 1, upgradeu(M, i, ~), upgrade~(S, ~), (ipd(i), ~) ~ p) 

c[i] = Xf j i not_/n p 
o ~ ( i ,M,(k#O,~') .S,p) ~ ~'~ (j, upgradeM(M,i,~),upgrades(S,~'),(ipd(i),#)(Dp) 

e[i] = ~sr j i not_in p 
o ~ ( i , M , S , p )  ) ¢ ~ ( j , M , ( ( i + l ) , o ) . S , p )  

c[i] = r e t  = M ( = )  = 0 , ' 9  i ~ o ~ .  p 
I= (i, M ,  S, p) - - - ,  ,, u ,- I = ~ ,  , ,p~, 'ade= ( M ,  i , , ,  U ~') , , ,perade~ (5', ~ U , %  ( led(i ) ,  , , )  0 p) 

F i g u r e  4: C o n c r e t e  s e m a n t i c s  r u l e s .  

Also the  ope rand  s tack m a y  be  influenced by the impl ic i t  
flows. T h e  rules in fact modi fy  also the  securi ty  level of each 
value present  in t he  ope rand  s tack  b y  app ly ing  the  funct ion 
upgrades(S, ~-): it  upgrades  the  secur i ty  level of each value 
u in ~q to the  least  uppe r  bound  of ~ and  the  secur i ty  level 
of v. The  r e t  z ins t ruct ion,  hand led  similarly,  sets the  new 
envi ronment  to  the  least  uppe r  b o u n d  between the  present  
one and  the  secur i ty  level of z ,  and  upgrades  the  memory  
and  the  s tack accordingly.  

Upgrad ing  the  ope rand  s tack on enter ing an implici t  flow 
is an abs t rac t ion  to  tn&e into account  the  fact  t h a t  the  s tack  
m a y  be  man ipu l a t ed  in difl~erent ways by  different branches.  
The  branches  can per form a different number  of pop and  
push operat ions ,  and with  a different order.  Thus  also ele- 
ments  used in no branch m a y  change thei r  pos i t ion wi~.hin 
the  stack, due to  the  impl ic i t  flow. These e lements  can be  
used after the  t e rmina t ion  of the  impl ic i t  flow, i.e. when the  
previous  envi ronment  is res tored.  Thus  they  mus t  record 
the  fa~t t ha t  they  were affected by  the  impl ic i t  flow. Our  
choice is to  upgrade  all e lements  of the  s tack  on enter ing 
an implici t  flow. As an example ,  consider  the  p rogram in 
Figure  5. W h e n  ins t ruc t ion  c[6] = s t o r e  x is executed,  the  
top  of  the  s tack  is 0 or 1, depending  on the  b ranch  chosen 
at  the  i f  ins t ruct ion at  address. 4, t es t ing  the  v~lue of the  
high vm-iable y. On  the  o ther  hand,  ins t ruc t ion  c[6] does 
not  belong to the  scope of the  high impl ic i t  flow genera ted  
by ins t ruct ion  c[4], and  thus i t  is executed  under  the  low 
envi ronment  holding before enter ing the  impl ic i t  flow. The  
non-secure flow is de tec ted  b y  upgrad ing  the  ope rand  s tack  
on enter ing the  implici t  flow, which causes a high value to  
be assigned to x by ins t ruct ion  c[6]. 

The  i p d  rule upda tes  the  secur i ty  envi ronment  when an 
impl ic i t  flow t~m' .mates,  i.e. when the  ins t ruc t ion  which 
is the  i p d  of  a previously  execu ted  branching  ins t ruct ion  

1 p u s h  1 
2 p u s h  0 
3 l o a d  y 
4 i f  6 
5 pop  
6 s t o r e  1 
7 h a l t  

F i g u r e  5: N e e d  o f  u p g r a d i n g  t h e  s t a c k .  

is reached.  The  rule is app l ied  only if the  contents  of the  
p rog ra m counter  is present  on top  of p, i.e. if the contents  
of the  p rog ram counter  is i and  p[1] = (i, r )  for some 7. The  
rule does not  change the  p rog ra m counter ,  b u t  only modifies 
the  environment ,  which is set  to  ~'. 

Given a p rog ram P = (c, A) and  a m e m o r y  M E J~(, the  
concrete semant ics  of  P is the  t rans i t ion  sys tem C(P ,  M )  = 
(C, ), ~o ~ (1, M ,  )~, A)), where ~o is the lowest security 
level and  the  init ial  s t a t e  consists  of  the  address  of the  first 
ins t ruct ion,  the  given m e m o r y  and  the  e m p t y  ope rand  s tack 
and ipd  stack. 

Note  tha t ,  if we ignore informat ion  on security,  t h e  con- 
crete semant ics  coincides wi th  the  s t a n d a r d  semant ics  of  the  
language. Thus  i t  can be used  safely to  execute the  program.  

We give now some defini t ions and results.  Wit.h Vc_~ = 
U~E_~V, we denote  the  values wi th  secur i ty  level lower t han  
or equal  to  u. We  use also ~ ---- U~_~)~,  V[~ ---- U ~ . g ~ .  
W i t h  7~_c~ = {(i,~') : ~" __ or} we denote  the  couples (i,~-) 
with securi ty  level lower than  or equal  to  cv. 

The  following l emma s ta tes  some proper t ies  of the con- 
crete semant ics  concerning the  ope ra nd  and  the  ipd  stacks.  
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L e m m a  1. G i v e n  P = (c, A) a n d  M0 E A4, in  each  s t a t e  
~ (i ,  M ,  S , p )  b e l o n g i n g  to  C ( P ,  M0),  

z. s~(v~_. ) *  

3. V i e  {1, .., ~p -- 1} : p[i] = ( j ,  "r) i m p l i e s  p[i + 1] E R.tz,- 

T h e  l e m m a  ensures  t h a t  in  each  s t a t e  w i th  s ecu r i t y  envi-  
r o n m e n t  or t h e  e l e m e n t s  in  t h e  o p e r a n d  s t a c k  have  s ecu r i t y  
level h ighe r  t h a n  or  e q u a l  to  or, wh i l e  t h e  e l e m e n t s  in  t h e  i p d  
s t a c k  have  s e c u r i t y  level  lower t h a n  or  equa l  to  ~ a n d  a re  
o r d e r e d  in  dec r ea s ing  s e c u r i t y  f rom t h e  t o p  to  t h e  b o t t o m .  

W e  now def ine  t h e  n o t i o n  of  ~ - - sa feness .  In fo rmal ly ,  a 
m e m o r y  is ~ - - s a f e  for P i f  each  v a r i a b l e  a s s o c i a t e d  in P 
w i t h  a s e c u r i t y  level  lower  t h a n  or  equa l  to  ~ ,  h o l d s  in M 
a s ecu r i t y  level  lower  t h a n  or  equa l  to  ~.  Moreover ,  a n  
o p e r a n d  s t a c k  is ~ - s a f e  for  P if  i t  c o n t a i n s  on ly  va lues  w i t h  
s ecu r i t y  level  lower  t h a n  or  equa l  to  ~.  

Def in i t ion  5. L e t  P = (c, A) .  

A c o n c r e t e  m e m o r y  M w i t h  D ( M )  = V u r ( c )  is a - s a f e  
for P if emd on ly  if  Vz E A~_~ : M ( ~ )  E Y~_~. 

A c o n c r e t e  s t a c k  S is a - - s a / e  for P i f  a n d  on ly  if  S E 
CYSt,)*. 

T h e  -following t h e o r e m  s t a t e s  t h e  a d e q u a c y  of  t h e  c o n c r e t e  
s e m a n t i c s  t o  c h a r a c t e r i z e  secure  i n f o r m a t i o n  flows. G i v e n  
P = ( c ,A) ,  cons ide r  a c o n c r e t e  m e m o r y  M w i t h  D ( M )  = 
V a t ( c )  in  which ,  for each  ~- E /~, t h e  va r i ab l e s  w i t h  level  
ho ld  a r - - v a l u e .  W e  cal l  t h i s  m e m o r y  A-cons i s t en t .  

THEOREM 1. Let  P = (c, A) be a program a n d  ~ E E.  l-f 
every  t e r m i n a t i n g  execut ion  o.f P s tar t ing  . form a A - c o n s i s t e n t  
m e m o r y  ends tvith a s ta te  r ~= (i,  M ,  S, p) -~ such that  M 
and S are a--sa. fe  .for P and ~" ~_ a ,  then  P is o - s e c u r e .  

P r o o f  Ske tch .  Gonsider  a t e r m i n a t i n y  execut ion C ( P ,  M s ) ,  
~here  Me  is a A - c o n s i s t e n t  m e m o r y .  I n  each state,  the value 
( k , ~ )  associated to a variable in the  m e m o r y  or presen t  in  
the operand s tack  c~ptures the  least upper  bound o f  the ez- 
p l ic i t  and impl i c i t  f l ows  on ~ h i c h  this value depends (~),  and 
this occurs also f o r  the f ina l  s tate .  Thus ,  the  ~r-sa-feness o.f 
the m e m o r y  and the operand s tack  in  the f inal  s tate  ensures  
tha t  the  contents  o f  the  variables in A~_~ is not  affecte d by 
the in-formation wi th  level U~ a .  Moreover ,  i f  the f inal  en- 
v i r o n m e n t  is less than or  equal to ~ ,  this  means  ~hat all 
branches belonying to an imp l i c i t  f l o w  ~ ~ have been com- 
p le te ly  ezecuted unt i l  the  respect ive ipda. Thus ,  under  the 
condi t ion o f  the  theorem,  the address o f  the f inal  i n s t ruc t ion  
is n e t  affected b~l the  in . formation wi th  level ~= or. Moreover ,  
i f  the  f ina l  e n v i r o n m e n t  is ~ ~ ,  no cycle  has been erect,  ted 
under  an e n v i r o n m e n t  [Z o :  in f ac t  no c~/cle reaches  its ipd, 
that  is the  node ~c + 1 o.f the  control graph, ~uhieh does no t  
correspond to any  i n s t r u c t i o n  o f  the program. S ince  the f inal  
e n v i r o n m e n t  is ~ # .for all t e r m i n a t i n g  e.zecutions, the ter-  
m i n a t i o n  o.f the program does no t  depend on the in . formation 
wi th  level (Z ~ .  

5. T H E  A B S T R A C T  S E M A N T I C S  
T h e  c o n c r e t e  s e m a n t i c s  c a n n o t  b e  u sed  as  s t a t i c  ana lys i s  

too l  for ~ - secur i ty ,  b e c a u s e  i t  shows t h e  i n f o r m a t i o n  flow 

of  a p a r t i c u l a r  execu t ion ,  whi le  a - s e c u r i t y  conce rns  al l  exe-  
cu t ions .  Moreover ,  t h e  c o n c r e t e  t r a n s i t i o n  s y s t e m  cou ld  b e  
inf ini te .  T h e  p u r p o s e  of  a b s t r a c t  i n t e r p r e t a t i o n  (or  a b s t r a c t  
s e ma n t i c s )  [8, 9] is t o  co r r ec t l y  a p p r e ~ d m a t e  t h e  c o n c r e t e  
s e m a n t i c s  of  a l l  e x e c u t i o n s  in  a f in i te  w~y, in o r d e r  t o  b e  
used  to  b u i l d  a t oo l  usefu l  in  p rac t i ce .  I n  t h i s  sec t ion  we 
p r e s e n t  a n  a b s t r a c t  o p e r a t i o n a l  s e m a n t i c s  ab le  to  check a -  
secur i ty .  T h e  s e m a n t i c s  is a n  a b s t r a c t i o n  of  t h e  c o n c r e t e  
s e m a n t i c s  p r e s e n t e d  in  t h e  p r e v i o u s  sec t ion :  c o n c r e t e  va lues  
a re  a b s t r a c t e d  by  ke e p ing  t h e i r  s ecu r i t y  level  a n d  d i s r e g a r d -  
Lug t h e i r  n u m e r i c a l  p a r t .  A l l  o t h e r  s t r u c t u r e s  a re  a b s t r a c t e d  
consequen t ly .  

T h e  a b s t r a c t  d o m a i n s  are  t h e  fol lowing:  ~ t  = E,  . ~  = 
v a t  --+ I;  ~, ~qt = (V~)*. T h e  d o m a i n  of  i p d  s t a c k s  is t h e  
s a m e  of  t h a t  of  t h e  c o n c r e t e  s e ma n t i c s .  T h e  a b s t r a c t  s t a t e s ,  
C ~, a re  a n a l o g o u s  t o  t h e  c o n c r e t e  ones  b u t  w i t h  t h e  m e m o r y  
M s u b s t i t u t e d  b y  a n  a b s t r a c t  m e m o r y  j~r~ E J14 ~ a n d  t h e  
o p e r a n d  s t a c k  S s u b s t i t u t e d  by  a n  a b s t r a c t  stz~c.k ~qt E 8 ~ • 

T h e  a b s t r a c t i o n  f u n c t i o n  on  values ,  " v  : ~; --) E ,  is such  
t h a t  Qv((Ic ,  o')) = , .  T h e  a b s t r a c t i o n  f u n c t i o n  =°n L T M ~ z ~  i 
czM : .A~ --+ .A~ t, is such  t h a t  ( c z M ( M ) ) ( z )  
for each  z E D ( b f ) .  T h e  a b s t r a c t i o n  f u n c t i o n  on  s t acks ,  
"~s : 8 --~ ~qt, is such that ((xs(S))[i] = -~v(S[~), for each 
i G {1,-.- , ~S}. The abstraction function on states, ac : 
C -+ C ~ is as  fol lows: 
~'c(# ~ ( i , M , S , p ) )  = cr ~ (i,a,,ur(M),cza(,..q),p). 

T h e  ru les  of  t h e  a b s t r a c t  s e m a n t i c s  a r e  t h e  s a m e  as  t h o s e  
of  t h e  c o n c r e t e  one ,  b u t  de f ined  on  t h e  n e w  d o r a - i - %  e x c e p t  
for t h e  ru les  of  i f  a n d  r e t .  T h e s e  ru les  a r e  de f ined  in  F i g u r e  
6, w h e r e  E is t h e  se t  of edges  of  t h e  c on t ro l  flow g r a p h  o f  t h e  
p r o g r a m .  C o n s i d e r  t h e  i f  ru le .  I n  t he  a b s t r a c t  s e m a n t i c s ,  
b o t h  b r a n c h e s  a r e  e x p l o r e d  for eve ry  cond i t i on .  S imi la r ly ,  
t h e  r e t  ru les  e x p l o r e  e v e r y  b r a n c h .  As  a consequence ,  t h e  
a b s t r a c t  t r anRi t ion  s y s t e m  m a y  c o n t a i n  m u l t i p l e  p a t h s .  T h e  
func t i ons  u p g r a d i n g  t h e  m e m o r y  a n d  t h e  s t a c k  a r e  t he  s a m e  
• s t h o s e  of  t h e  c o n c r e t e  s e m a n t i c s  de f ined  on  t h e  a b s t r a c t  
d o m a i n s .  T h e  t r~nRi t ion  r e l a t i o n  of  t h e  a b s t r a c t  s e m a n t i c s  
is d e n o t e d  bY ~b. G i v e n  a p r o g r a m  P a n d  a n  a b s t r a c t  
m e m o r y  ~/~,  t h e  a b s t r a c t  t r a n s i t i o n  s y s t e m  de f ined  b y  t h e  
abstract rules is denoted b y  A ( P , M  i)  = (C ~, )t,~ro 
(1, M t , A, A)). 

THEOREM 2. Let  P = (e, A) be a program and M~o E .IH 
be the A - c o n s i s t e n t  abstract  m e m o r y .  CoP.aider the  f ina l  
states o f  A(P ,M~o) ,  i.e_ the  s tates  ~ ~= (i, M t , S ~ , p )  ~ .  If ,  
.for ench o f  these  s tates  i t  holds that  M ~ and S t are o - s a f e  
-for P and r E o ,  then  P is ~-secure .  
P r o o f  Ske tch .  B y  def in i t ion  o f  the concre te  and abstract  
rules,  -for each path Co ) Cx ) . . .  in  C(P, ]VI) there  
v ~ s t s  a path a t (Co)  , t  ¢=c(C1) )t . . .  in A(P, ,~M(M)) .  
Moreover ,  a concrete memory.M E J~ and a concrete s tack  
S E S are o - - s a f e  f o r  P i f  and onllt i . f , - ,M(M)  and o ' s ( S )  
are a - - s a f e  .for P .  Thu.g the  proof- fol lows f r o m  T h e o r e m  1. 

T h e  a b o v e  t h e o r e m  is t h e  bas is  o f  our  s e c u r i t y  c h e r k i n g  
m e t h o d o l o g y :  p r o v i n g  ~ - s a f e t y  of  a p r o g r a m  P = (c, A) c a n  
b e  done  b y  b u i l d i n g  t h e  a b s t r a c t  t r a n s i t i o n  s y s t e m  s t a r t i n g  
f rom an  in i t i a l  s t a t e  w i t h  t h e  lowest  e n v i r o n m e n t  in  £ a n d  in  
which  each  v a r i a b l e  of  t h e  p r o g r a m  is a s s igned  i t s  s e c u r i t y  
level  as spec i f i ed  b y  A. Af te r ,  f inal  s t a t e s  a re  e x a m i n e d  
for ~-sage ty  of  m e m o r i e s  a n d  o p e r a n d  s t acks  a n d  for t h e  
va lue  of  t h e  e n v i r o n m e n t s .  N o t e  t h a t  t h e  a b s t r a c t  t r anAi t ion  
s y s t e m  is f ini te .  I n  fac t ,  s ince  s e c u r i t y  levels ,  e n v i r o n m e n t s  
a n d  a b s t r a c t  va lues  a r e  f ini te ,  t h e n  a b s t r a c t  m e m o r i e s  a r e  
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it4 
o ~ ( i ,  M ~ , r .  S ~, p) 

r e t  ~ ~ (i, M~, S ~, p) 

,-[i] = i~ j ( i , j ' )  e E i ~ t _ i n  p 
,~ f ~ (j ' ,  upgrade~CM ~ , i ,  "r), upgr~de~(S m, r ) ,  (ipd(i), o) (9 p) 

C[i] = r u t  :~ J ~ ( z )  = I" (i,$') E E i not_in p 
-,~ o u ~ ~ (j', ~,pgradeL( M~, o u ~), ~pgrade~s(S ~, ~ U r ) ,  ( i ~ ( O ,  a) e p) 

Figure 6: A b s t r a c t  s e m a n t i c s  r u l e s  

finite too. Moreover,  i p d  s tacks  are finite since t hey  conta in  
at  most  all addresses.  A b s t r a c t  ope rand  stacks are finite 
because  we assume s tack  boundedness .  

6 .  R E L A T E D  W O R K  

The  secure informat ion  flow p r o p e r t y  of progra.m~ was first 
fo rmula ted  in [10]. In  [11, 2], and  successively [5], p rogram 
cert i f icat ion was acldreseed, which s ta t i ca l ly  checks secure 
informat ion  flow by inspec t ing  the  dependencies  among the  
variables of the  program.  Successive works give the  p rob lem 
a more  formal  and  precise basis.  These  works can be  d iv ided  
into two categories:  t ype -based  approaches  and semantics-  
based  approaches ,  to  which our  m e t h o d  belongs.  

In  type-based  approaches ,  the  secur i ty  informat ion of any  
variable  belongs to i ts t ype  and secure informat ion flow is 
checked by means  of a t ype  system.  The  first  works be- 
longing to  this approaches  axe [23, 22], concerning imper -  
at ive high level languages.  T h e y  use the  not ion of non- 
interference , which s ta tes  t h a t  the final value of each vari- 
able does no t  depend  on the  ini t ia l  value of variables at  
higher  or not  re la ted  securi ty  levels. In  i ts  s t ronger  version 
non-interference includes aLso the  absence of non-secure flow 
due to non- te rmina t ion .  In  our  set t ing,  this  p rope r ty  holds 
if the  p rogram is o-secure  for every o. Non-interference can 
be  inspected  by  checking t ha t  in the  final s ta tes  of the  ab- 
s t r ac t  t rans i t ion  sys tem every var iable  in Ao has  a level E ~r. 
Recent  works following the  t ype -based  approach  are [12, 1, 
17], where funct ional  languages are considered and complex 
ob jec t  and  higher  order  program~ are given a t ype  sys tem 
for security,  and  [16], where an extension to the  Java lan- 
guage is p resented  t ha t  adds  to  p rograms  informat ion flow 
annotat ions .  In  semant ics -based  approaches ,  the  work [14] 
defines an abs t rac t  i n t e rp re t a t ion  approach  for checking se- 
cure informat ion flow in a high level impera t ive  language.  
T h e  m e t h o d  is based  on the  deno ta t iona l  semant ics  of the  
language. I t  defines a concrete  enhanced semantics,  and  ab- 
s t rac t s  i t  to  ob ta in  a s t a t i c  tool  for the  analysis.  In  [13] 
a semant ic  approach  is descr ibed,  based  on an ax iomat ic  
semantics,  by  means  of which m a n y  secure p rograms  con- 
s idered  insecure by  o ther  me thods  are accepted.  Ano the r  
semant ic  approach  is defined in [18], based on par t i a l  equiv- 
alence relat ions.  T h e  d i sadvan tage  of these  approaches  is 
tha t  they  are not  easily made  fully au toma ted .  

Our  approach  is semant ics -based  and  consider  secure in- 
form~.tion flow for s tack  based  assembly languages.  I ts  ap-  
pl icat ion to  high level languages  has  been  descr ibed in [6]. 
S imi lar ly  to  [14], we bu i ld  an abs t rac t  semant ics  to s ta t i -  
cally check secure informat ion  flow. A difference is t h a t  we 
use an opera t iona l  semant ics  ins tead  of  a denota t iona l  se- 
mantics .  The  advan tage  of using an opera t iona l  semant ics  
is t h a t  i t  defines an abs t rac t  machine  and  thus  na tu ra l ly  
allows keeping also informat ion  which is not  r e la ted  to  the  
i n p u t - o u t p u t  behav iour  of the  p rogram,  b u t  concerns the  
s t a t e  of  the  machine  dur ing  the  execution.  The  advan tage  

of  the  semant i c  approaches  over the  t ype -based  ones is tha t ,  
in generel ,  t h e y  are able to cer t i fy  a wider  class of secure 
programs.  On  the  o ther  hand ,  since any semant ic  m e t h o d  
executes  the  p rogram,  even if  abs t rac t ly ,  a d rawback  m a y  be  
the  complex i ty  of t he  analysis ,  in t e rms  of space and t ime,  
which may  be high for large programm Ins tead,  a t yp ing  
sys tem can in general  handle  larger  programs,  since it keeps 
less informat ion.  

We r e m a r k  tha t ,  while all above  works concern s t ruc tu red  
high level languages,  we concen t ra te  on assembly code. I t  
could be in teres t ing  to  define a secure typ ing  sys tem for 
s tack ba~ed assembly  language,  s ta r t ing ,  for example ,  from 
the  work [15], which defines a t y p e d  s tack based assembly  
language,  or s t a r t i ng  from [20], where  a t ype  sys tem for j ava  
by tecode  is defined. Semant ics -based  me thods  are defined 
in the  l i t e ra tu re  to check safety of  machine  code. In  [3] 
the  p roof  car ry ing  code approach  is defined, where safety is 
proved using a high order  logic. In  [24] the  machine  p rogram 
is a n n o t a t e d  wi th  name ini t ia l  in format ion  on the  machine  on 
which the  code mus t  be execu ted  and  correctness p roper t i e s  
are der ived by means  of  an abs t r ac t  execut ion of the pro-  
gram. An  extens ion of these me thods  to cope with  secur i ty  
proper t ies  could  be  developed.  Since we are concerned with  
a non-s t ruc tu red  languages,  we use t he  not ion of pos tdomi-  
na t ion  to  hand le  impl ic i t  flows. A n  a l te rna t ive  approach  is 
[25], which follows a cont inua t ion-pass ing  style. 

Secur i ty  leaks not  deal t  wi th  in the  pape r  are those aris- 
ing from par t ia l  opera t ions  t h a t  can  raise exceptions or from 
t iming  leaks [22]. As fu ture  work, we p lan  to ex tend  the  pro-  
posed  m e t h o d  to deal  wi th  these  covert  flows. Moreover,  we 
in tend  to ex tend  the  approach  to  t he  whole Java  bytecode.  
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