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Abstract Since Sharir and Pnueli, algorithms for context-sensitivity have been de-

fined in terms of ‘valid’ paths in an interprocedural flow graph. The definition of valid

paths requires atomic call and ret statements, and encapsulated procedures. Thus, the

resulting algorithms are not directly applicable when behavior similar to call and ret

instructions may be realized using non-atomic statements, or when procedures do not

have rigid boundaries, such as with programs in low level languages like assembly or

RTL.

We present a framework for context-sensitive analysis that requires neither atomic

call and ret instructions, nor encapsulated procedures. The framework presented de-

couples the transfer of control semantics and the context manipulation semantics of

statements. A new definition of context-sensitivity, called stack contexts, is developed.

A stack context, which is defined using trace semantics, is more general than Sharir

and Pnueli’s interprocedural path based calling-context. An abstract interpretation

based framework is developed to reason about stack-contexts and to derive analogues

of calling-context based algorithms using stack-context.

The framework presented is suitable for deriving algorithms for analyzing binary

programs, such as malware, that employ obfuscations with the deliberate intent of

defeating automated analysis. The framework is used to create a context-sensitive

version of Venable et al.’s algorithm for detecting obfuscated calls in x86 binaries.

Experimental results from comparing context insensitive, Sharir and Pnueli’s calling-

context-sensitive, and stack-context-sensitive versions of the algorithm are presented.
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1 Introduction

Sharir and Pnueli’s landmark paper [29] developed a flow analysis framework for in-

terprocedural analysis using the notion of interprocedurally valid paths (IVP) in an

interprocedural control flow graph (ICFG). An ICFG consists of a collection of CFGs,

one for each procedure. The CFGs for procedures are connected using interprocedural

call and return edges. These edges represent a transfer of control from one procedure to

another, as well as the resulting change in the ‘calling context’. A path is an IVP iff the

call and return edges in the path are suitably paired to exclude paths that represent

a call from one call-site paired with a return to another call-site. Sharir and Pnueli

extended meet-over-all-path solution of global data flow framework to meet-over-all-

IVPs to model the corresponding interprocedural analysis problems. They developed

the function-summary approach and call-strings approach for interprocedural analy-

sis, and provided arguments for soundness and correctness of these approaches using

properties of IVPs.

While Sharir and Pnueli’s work provides a sound framework for modeling, solving,

and reasoning about interprocedural analysis problems, it makes certain assumptions

that limit its application to programs in high-level languages. It assumes that (a)

procedures are encapsulated such that the code of one procedure is clearly identifiable

and distinct from that of another, (b) the operations for making a procedure call (and

returning from a call) can only be performed by an atomic statement used distinctly for

that purpose. As a consequence of the first assumption, a return statement is always

guaranteed to return from the procedure it is contained in, and no other procedure. As

a consequence of the second assumption, all statements affecting a transfer of control

from one procedure to another can be readily identified.

The assumptions made by Sharir and Pnueli are not acceptable for programs in low-

level languages, such as, binaries of native or virtual machine programs. Inherent to the

languages being ‘low-level’ is the fact that these languages (a) do not support procedure

encapsulation and (b) they may provide alternate set of instructions to perform the

operations needed to implement the semantics of a procedure call (or return). As a

result, Sharir and Pnueli inspired interprocedural analysis algorithms cannot directly

be applied to programs in low level languages.

Recent years have seen an increase in research activity in the area of binary analy-

sis [12,10,1,26,25,3,17,33,15]. Current methods of analyzing binaries are modeled on

methods for analysis of source code. A program is decomposed into a collection of pro-

cedures, and the program is analyzed using classical interprocedural analysis [29]. Since

a binary, albeit disassembled, is not syntactically rich, the identification of procedure

boundaries, parameters, procedure calls, and returns is done by making assumptions,

such as the sequence of instructions used at a procedure entry (prologue), at a proce-

dure exit (epilogue), the parameter passing convention, and the conventions to make a

procedure call. These assumptions are often referred to by researchers as a ‘standard

compilation model.’ However, the ‘standards’ are compiler specific; they are not in-

dustry standards. Even for a given compiler the standards may vary depending on the

optimization scheme selected.

While some research in binary analysis is motivated by post-compile time opti-

mization, finding security vulnerabilities, or run-time monitoring—problems in which

it may be safe to assume that the binary follows certain standards—a significant level

of effort is also influenced by the need to analyze third-party binaries for hidden, poten-

tially malicious, behavior. It is this latter context that challenges Sharir and Pnueli’s
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assumption. When analyzing third party binaries that may be written with an adver-

sarial intent, the classic assumptions for non-adversarial programs do not hold [19]. In

such situation, even when the source code is available, analyzing the binary is the only

true way to detect hidden capabilities, as demonstrated by Thompson in his Turing

Award Lecture [32]. Lest Thompson’s paper be considered theoretical, his ideas have

been put into practice by the malware W32.Induc.A [23].

This paper presents a framework for developing context-sensitive analyzers of pro-

grams in which call and ret operations may not be performed by atomic instructions.

Figures 2 and 3 illustrate examples of such programs. Further discussion of such

programs is provided in Section 2. Unlike Sharir and Pnueli’s framework, our context-

sensitive analysis neither requires that procedures be encapsulated nor that the call

and ret instructions be atomic. In contrast with Sharir and Pnueli definition of a con-

text in terms of procedure calls, our framework defines a context in terms of the state

of the stack. A stack context depends only on the knowledge of how the stack pointer

and the instruction pointer are represented, the direction of stack growth, and the

static identification of operators manipulating the stack pointer. Thus, to develop a

context-sensitive analysis using our framework one needs to know only how the stack

is implemented.

The main contributions of this paper are summarized below.

– It introduces the problem of context-sensitive analysis of programs with non-atomic

call and ret instructions, and without procedure encapsulation.

– It introduces a new concept of context, called stack-context, and defines context-

sensitivity in terms of stack-context. Departing from Sharir and Pnueli’s use of

IVP, we use trace semantics to define these terms. The use of trace semantics, in

lieu of IVP, is motivated by the fact that we wish to model non-atomic call and

return operations.

– It presents a systematic development of generic context-sensitive analysis using

Galois connection based abstractions of a traditional trace-based semantics. The

context-abstractions it derives are generic in that they depend only on the LIFO

nature of creation and deletion of contexts. These abstractions enable derivation of

stack-based context-sensitive analysis, which, unlike calling-context based analysis

of prior work, do not depend upon transfer of control semantics.

– It systematically derives generic versions of Sharir and Pnueli’s k-suffix call-strings

abstractions [29] and Emami et al.’s strategy of abstracting calling-contexts [11],

with the latter referred to in this paper as ℓ-contexts. It should be emphasized that

prior works on these abstractions have been dependent upon the control flow se-

mantics of call and ret instructions. Our generalization of these previous definitions

is novel since it does not depend on atomicity of call and return operations.

– It proposes a general method for deriving a sound context-sensitive analysis from a

context-insensitive analysis. As an application, a context-sensitive version of Ven-

able et al.’s algorithm [33] is derived. The resulting analysis is shown to be sound.

– It presents empirical results comparing the context-sensitive and insensitive ver-

sions of Venable et al.’s algorithm.

Section 2 provides further motivation for analyzing programs with non-atomic call-

ret operations. Section 3 discusses the related works. Section 4 provides background in

domain theory and abstract interpretation. Section 5 introduces context-trace seman-

tics, a trace semantics in which context is made explicit. Section 6 presents general-

ization of Sharir and Pnueli’s [29] and Emami et al.’s context abstractions. Section 7
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presents our algorithm derives context-sensitive version of Venable et al.’s algorithm.

Section 8 presents empirical evaluation of the method presented and is followed by our

concluding remarks.

2 Motivation

We now present the motivation behind the work presented in this paper, answering the

questions 1) why care for context-sensitive analysis of non-atomic call/ret instructions

and 2) how does it improve upon Sharir and Pnueli’s framework?

Tools for aiding analysis of programs in low-level programs, a la, binaries, likely

have a longer history of existence than those for high-level languages, since high-level

languages came about later. In the early days these tools typically comprised of assem-

blers, disassemblers, and debuggers. More, recently decompilers and binary rewriters

have been added to the mix.

The goal of the aforementioned binary analysis tools have classically been to assist

a programmer analyze her own programs, or legacy programs inherited by the pro-

grammer. In this context, the programmer who wrote the program—referred to as the

author—being analyzed and the programmer analyzing the program—referred to as

the analyst—are typically in the same team. It is safe in such a context to assume that

the author will not go out of her way to make it difficult for the analyst to reach her

objective.

Over the last decade, though, the assumption of friendly programmers has been

challenged. With the proliferation of viruses, worms, Trojans, backdoors, and variety

of such malicious programs, it is more and more common to find the objectives of

the author and the analyst to be in contention. It is not in the best interest of the

(malware) author to make it easy for the (security) analyst to reach her objective.

The work presented is situated in this context: programs that are written with the

explicit intent to make them difficult to analyze. Such programs are often called obfus-

cated programs, since they employ techniques that obfuscate their intent [4]. Though

most malware today employ some form of obfuscation [3,18], the use of obfuscation

is not limited to malware. It is becoming increasingly common to obfuscate code to

protect intellectual property [22,5].

While there are countless many ways of obfuscating a program, this work focuses

on a specific type of obfuscation, namely, call obfuscation [17]. We consider a binary

to use call obfuscation if it does not follow any particular convention for the layout

of the procedure code in memory or if it does not use call or ret instructions to make

procedure calls. This class of obfuscation is targeted at making it difficult to decompose

a program into procedures, and thus making it harder to perform interprocedural

analysis. In the absence of procedures, the entire program would be treated as a single,

monolithic entity. Such obfuscations directly target methods that use similarity between

a program’s call graph to identify malware variants. It also targets methods that use

the pattern of system calls to detect a malware [2,31]. When a malware obfuscates its

system calls, such malware detection methods fail.

We now illustrate the effect of call obfuscation on analysis of binaries.

In the literature, context-sensitive analysis implies interprocedural analysis that

is sensitive to the context in which a procedure is called. The notion of ‘context’ is

explicitly tied to ‘procedures’. A context-sensitive analysis captures the effect on the
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state of a procedure by the sequence of calls through which it is reached. It also captures

the effect of a procedure by the procedures it calls.

Sharir and Pnueli provided a general framework for interprocedural analysis. In

their framework a program is represented as an interprocedural control flow graph

(ICFG). An ICFG is a collection of CFGs, one per procedure in the program. A CFG

represents the intraprocedural computation of a procedure. Each CFG has two special

nodes, an entry node and an exit node. The entry node represents the point where

control is transferred to the procedure, and the exit node represents the point where

the procedure terminates and returns control to its caller. Every procedure call in an

ICFG is represented by two nodes, a call node and a return node. The ICFG has

interprocedural edges connecting the CFGs. There is a call edge from a call node to

the entry node of the procedure called. There is a return edge from an exit node of

a procedure to the return node paired with the call-site from which the procedure is

called.

Figure 1 presents a simple x86 assembly program. The program has labels L1,

L2, etc., which are non-informative, as one would expect from labels of disassembled

programs. It also has a label Max which we have introduced to give the corresponding

code some meaning. Such names may be introduced by an analyst, but are unlikely to

be generated by an automated disassembler. By reviewing the code, it appears that

Max is a procedure. This is evident from the two instructions Call Max. Thus, the

program has two procedures: Main and Max. Procedure Main makes two calls to the

procedure Max.

The ICFG of the program contains two CFGs, one for each procedure. The two call

statements are represented by four nodes, two call nodes (C1 and C2 ) and two return

nodes (R1 and R2 ). The graph has two call edges, one from each call node to L9, the

entry node of Max. It also has two return edges, from L14, the exit node of Max, to

the two return nodes. Other edges in the graph are intraprocedural edges.

The path (L1, L2, C1, L9, L10, L11, L12, L14, R1) represents the execution where

procedure Max returns after the call from the first site. Similarly, if this path is ap-

pended with the path (L4, L5, C3, L9, L10, L11, L12, L14, R2) it would represent

the execution where Max returns after the call from the second site. Using Sharir and

Pnueli’s terms, these two are interprocedurally valid paths. However, the graph also

contains the following path: (C1, L9, L10, L11, L12, L14, R2), showing a flow of control

from the call site C1 to the return site R2 without going through R1 or C2. Such a

path is not interprocedurally valid.

Based on Sharir and Pnueli’s definition, an interprocedural analysis is context-

sensitive iff it propagates information only along interprocedurally valid paths. Sharir

and Pnueli presented two methods of intraprocedural analysis: the functional approach

and the call-string approach. In the functional approach procedure summaries—maps

from input to the output values—are computed for every procedure. The calculation

of the procedure summary requires the analysis of each procedure only a few times in

case of recursive procedures. Sharir and Pnueli’s framework for computing procedure

summaries was limited to value domains of finite lattices. Sagiv, Reps, and Horwitz [28]

generalized it to infinite domains using context-free graph reachability, a concept de-

rived from IVPs. In the call string approach, a procedure is analyzed separately for

each different invocation (its calling contexts). This improves the analysis’ precision

for pieces of code that are executed more than once in different contexts. The analysis

of different call sequences is made by simulating the call stack of an abstract machine

which contains unclosed calling sequences.
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Fig. 1 A simple x86 assembly program

Lets revisit the program in Figure 1. We said the program has two procedures

Main and Max, and created ICFG based on that. Our assertion that the program has

two procedures was based on the existence of the two Call Max instructions. Since

x86 assembly has no syntactic markers that encapsulate a procedure we scanned the

program for every call instruction and used the target of that instruction as the entry

point of a procedure. Similarly, to identify a procedure one may scan the program for

pattern of code that match procedure epilogue and prologue emitted by a compiler.

These and such methods have been used by previous efforts to segment a binary into

procedures.



7

Fig. 2 Call Obfuscation using push and ret

Now consider the program in Figure 2. The program was created by replacing each

of the call instruction by three instructions, highlighted in the rectangle. Consider the

following instructions, that replaces the first occurrence of Call Max :

L3: PUSH L6

L4: PUSH L13

L5: RET

The first PUSH instruction pushes the address L6 on the stack, where L6 is the address

of instruction after the RET instruction. The second PUSH instruction pushes on the

stack the address L13, the entry point of procedure Max. The RET instruction then,
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following semantics of such instructions, pops L13 from the stack and transfers control

to it. Finally, when the execution reaches the RET 8 instruction at address L18, the

address L6 is popped from the stack and control transferred to it. Thus, the three

instructions that replace Call Max preserve its semantics. The same follows for the

instructions replacing the second call instruction.

While the program in Figure 2 is semantically equivalent to that in Figure 1, it is

not amenable to classic interprocedural analysis. First, the cues that were available in

Figure 1 to identify procedure boundaries are no longer there. The program has no call

instruction, and thus no way to identify entry points of the procedures. Second, the

instructions are used in non-traditional way. How does one determine that the RET

instructions at addresses L5 and L10 are not really returning from the procedure, but

are actually calling procedure Max? Similarly, how does one determine that the RET

instruction at address L18 belongs to the procedure Max and not the procedure Main.

Since there are no syntactic cues to distinguish the use of various instructions, using

methods previously described one cannot really determine that the code contains two

procedures. The CFG resulting is shown in Figure 2.

The CFG of Figure 2 illustrates the limitations of current research and technologies

in binary analysis [13]. In the above example they would infer that the program has

only one procedure consisting of the entire code. These works will assume that each ret

instruction returns to the caller of this single procedure, thus generating an incorrect

CFG. The CFG is in fact incorrect since it does not correctly capture the effect of the

RET instructions. As a result, any resulting analysis based on this CFG will also be

incorrect.

The obfuscation shown in Figure 2 is not the only way to obfuscate a call. Figure

3 gives another program that is semantically equivalent to that in Figure 2. In this

program a JMP instruction is used to transfer control to the entry point of procedure

Max. The CFG constructed from näıve analysis is also shown. Once again, it is apparent

that the CFG does not correctly encode the necessary semantics, and thus, any notion

of context-sensitivity based on it will be incorrect.

The key to call obfuscation is that the semantics of call and ret operations can be

realized using a collection of instructions. Since the semantics is achieved by multiple

instructions the operations are no longer atomic. And it is the non-atomic nature of the

call and ret operations that contributes to making the program obfuscated. Once an

operation is decomposed there is no requirement that the instructions implementing it

appear in consecutive order. Thus, more complex obfuscations that cannot be detected

by simple pattern matches may be realized by shuffling the instructions among other

code. More complex obfuscations may be achieved by not using push and ret instruc-

tions; instead one may use move, increment, and decrement operations directly on the

stack pointer to perform equivalent behavior [17].

3 Related Works

Prior research related to this paper may be broadly grouped into the following cat-

egories: interprocedural analysis (in general), interprocedural analysis of binary pro-

grams, and analysis of malicious/obfuscated programs.

Precise and efficient context-sensitive interprocedural data-flow analysis of high-

level languages has been an active area of research. The general strategies fall within

the two approaches proposed by Sharir and Pnueli [29], namely the call-string approach
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Fig. 3 Call obfuscation using push and jump

or the procedure summaries approach. A good summary of these works may be found

in [14].

The classic interprocedural control flow graph (ICFG) based algorithms for com-

puting function summary require a priori identification of procedure entries and exits.

These methods cannot directly be adapted for our needs because call obfuscations

prevent determination of the procedures and their boundaries, thus violating a pre-

requisite. Reps et al.’s weighted pushdown system based interprocedural analysis, which

also computes function summaries [27], does not use ICFGs. Indeed our representa-

tion of context using the state of stack is analogous to Reps et al.’s use of stack of

a pushdown automata [27,20]. However, a pushdown system implicitly depends upon
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the transfer of control semantics of call and return instructions, and thus may not be

generalizable to programs with arbirtrary stack operations.

Might and Shivers [24] framestrings for λ-based languages is similar to our stack-

string abstraction in that the context is defined in terms of push and pop stack op-

erations. Their work also includes modeling environments, with the intent of enabling

certain inlining optimizations. Use of their environment theory in our context would

be a valuable direction for future work.

The call-string approach follows the execution of a program. Algorithms based on

this approach have classically been modeled to determine a change of context based on

the semantics of procedure call/return and are described using ICFG. We generalize

context abstraction such that it does not depend on the semantics of procedure invo-

cation. As is done for context-sensitive points-to analysis, the call-graph used for the

call-string approach may be computed on the fly [11,36–38]. Determining transfer of

control based on contents of memory or register is analogous to computing the points-

to relation for higher-level languages. However, since memory addresses are linearly

ordered, the resulting “points-to” sets in our problem context can be abstracted using

a linear function. Thus, our method is analogous in spirit, though not in letter, to

context-sensitive points-to analysis.

Interprocedural analysis of binaries has also received attention for post-compile time

optimization [30] and for analyzing binaries with the intent to detect vulnerabilities

not visible in the source code, such as those due to memory mapping of variables [1].

Goodwin uses the procedure summary approach to interprocedural analysis to aid link-

time optimization [12]. Balakrishnan [1] uses the call-string approach. As mentioned

earlier, these methods assume a certain compiler model to identify code segments

related to performing procedure calls, such as that supported by IDA Pro [13]. In

contrast, we split the semantics of call and ret instructions. We model their affect

on the “context” separate from their affect on the “transfer of control.” The context

is represented by the state of the stack and is modeled by an instruction’s affect on

the stack pointer. The transfer of control is analyzed using Balakrishnan and Reps’

Value-Set Analysis (VSA) [1].

Like us, Kinder et al. have developed abstract interpretation framework for con-

tructing control flow of binaries containing indirect transfer of control [15]. Their anal-

ysis, unlike ours, is context-insensitive since it does not model contexts of any kind.

It uses constant propagation to determine values in memory and register, and thus

is likely to generate greater over-approximations than those resulting from our use of

VSA [1].

There has been significant work in obfuscation of programs with the intent to thwart

static analysis [22,5]. The obfuscation techniques are targeted at defeating specific

phases in the analysis of a binary [18]. On the other hand a metamorphic malware,

a malware that transforms its own code as it propagates, may use procedure call

obfuscations simply to help its own transformation algorithm, as is the case with the

Win32.Evol virus, a metamorphic virus [35]. It has the side-effect of defeating any

interprocedural analysis that depends on a traditional compiler model [18].

There has also been efforts in the use of other semantics based methods for detecting

malware [9,3]. Term-rewriting has been proposed to normalize variants of a metamor-

phic malware [34]. None of these works specifically addresses analysis of obfuscated

programs that do not conform to the standard compilation model. The foundations of

the approach presented in this paper come from previous work of our research group

in analyzing programs with obfuscated calls [33,17].
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4 Preliminaries

4.1 Domain Theory

A binary relation ⊑C : C × C is a partial order upon a set C iff ⊑C is reflexive,

transitive and antisymmetric. For a set C partially ordered by ⊑C and a subset X of

C,
F

X denotes the element of C (if it exists) that satisfies the following conditions:

(i) ∀x ∈ X, x ⊑C

F

X; and (ii) ∀y ∈ C,∀x ∈ X, x ⊑C y ⇒
F

X ⊑C y. The element
F

X is called the least upper bound (lub) of X. Its dual, the greatest lower bound (glb)

of X, is denoted by
d

X. When operating on a set of two elements, the operations

are represented by the binary operators ⊔ and ⊓, respectively. A partially ordered set

〈C,⊑C〉 is a lattice iff ∀x, y ∈ C, both x ⊔ y and x ⊓ y exist. A partially ordered set

〈C,⊑C〉 is a complete lattice iff for all subsets X of C, both
F

X and
d

X exist. For

any set X, 〈℘(X), ⊆〉 is a lattice under the usual subset ordering ⊆.

Let X∗ denote the Kleene closure of the set X, i.e., the set of finite sequences over

X. Let ǫ ∈ X∗ denote the sequence of length 0. Let (x i) denote the ith element of

the sequence x ∈ X∗. Let ‘.’: X × X∗ → X∗ be the cons operator, that inserts an

element at the head of a sequence, defined formally as: a.x = y ⇔ (y 0) = a ∧ ∀i ≥

0 : (y i + 1) = (x i). If 〈X, ⊑X〉 is a lattice, then 〈X∗, ⊑X∗〉 is a lattice where ⊑X∗

is defined as follows:

∀x1, x2 ∈ X; s, s1, s2 ∈ X∗

ǫ ⊑X∗ s

x1.s1 ⊑X∗ x2.s2 ⇔ x1 ⊑X x2 ∧ s1 ⊑X∗ s2

The order resulting from ⊑X∗ is called strong ordering, for it defines a sequence

to be smaller than another sequence iff all of its elements are smaller than the corre-

sponding elements of the other sequence. We introduce some operators on sequences

for syntactic convenience. We assume two polymorphic extensions of the cons operator

“.”, one to insert element at the end of a sequence: X∗ × X → X∗, and the other to

concatenate two sequences: X∗×X∗ → X∗. We also define the function rest operating

on X∗ as follows: (rest a.x) = x. When convenient, we also use the notation “Y ↓X”

to denote the Xth element of the pair Y .

Two complete lattices, C and A, form a Galois connection iff there exists an ad-

junction between C and A, i.e., ∃α : C → A and γ : A → C such that ∀a ∈ A, c ∈

C : α c ⊑A a ⇔ c ⊑C γ a. A Galois connection is denoted by (C, α, γ, A) where α(γ)

is the left (right) adjoint of γ(α). It is enough to specify either α or γ map because

in any Galois connection the left adjoint map α uniquely determines the right adjoint

map γ and vice versa. Given the left adjoint α, the right adjoint is determined as

γ a =
F

C{c ∈ C | α c ⊑A a}; or given the right adjoint γ, the left adjoint is deter-

mined as α c =
d

A{a ∈ A | c ⊑C γ a}. Two complete lattices, C and A, form a Galois

connection (C, α, γ, A) iff α is additive or iff γ is coadditive. A Galois connection is

called Galois insertion when α is surjective (or, equivalently, γ is injective).

Given a Galois connection (C, α, γ, A), a function f# : A → A is a sound approxi-

mation of a function f : C → C when α◦f ⊑A f# ◦α, or equivalently, f ◦γ ⊑C γ ◦f#.

When the abstraction and concretization maps are obvious from context, we denote

C ⊑ A to mean that ∃α, γ such that (C, α, γ, A) is a Galois connection. We call

A1 ⊑ A2 ⊑ . . . ⊑ An a chain of Galois connections.
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4.2 Abstract interpretation

Abstract interpretation is a unified framework for designing approximate semantics of

programs [6,7]. It allows the systematic derivation of data flow analyses and provides

methods to prove their correctness and termination.

An analysis may be derived in stages, starting from concrete semantics to ab-

stracted semantics that satisfies computational properties. Soundness of the analysis

is demonstrated by creating Galois connections between the domains of the successive

stages. Galois connections may also be used to order two or more analyses by their

precision.

Following [8], a program may be formalized as a graph or a transition system

τ = 〈Σ, Σi, t〉, where Σ is a set of states, Σi ⊆ Σ denotes the set of initial states

and t ⊆ Σ × Σ defines the transition relation between states. A finite partial trace

σ ∈ Σ∗ is a sequence of program states s0...sn such that s0 ∈ Σi and for all i ∈ [0, n) :

(si, si+1) ∈ t. The set of all such finite partial traces is called the trace semantics of

the program and is given by the least fixpoint of the semantic transformer F :

F T = Σi ∪ {σ.s.s′ | σ.s ∈ T ∧ 〈s, s′〉 ∈ t}

where T is a set of finite partial traces. The domain of this trace semantics is ℘(Σ∗).

Hence, the least fixpoint (lfp) of F is as follows:

lfp⊑⊥ F =
G

n≥0

Fn ⊥

Let (℘(Σ∗), α, γ, Abs) be a Galois connection, then F# : Abs → Abs is sound w.r.t F

when F# satisfies the above mentioned requirements (in Sec. 4.1). It can be shown that

F# reaches a fixpoint by the well known fixpoint transfer theorem [7]. The precision and

cost of the approximated fixpoint is related with the choice of the widening operator

[6].

The derivation of the static analyzer using abstract interpretation may be sum-

marized as follows. The program state is classically represented by the domain Σ =

I × Store, where I is the domain of instructions and Store is the domain of stores.

The analysis is derived from a chain of Galois connections linking the semantic domain

℘((I × Store)∗) to the analysis domain I → Abstore, where Abstore is an abstraction

of stores. The derivation may have the following stages:

1. The set ℘((I × Store)∗), called set of traces, is approximated to trace of sets,

represented by (℘(I × Store))∗.

2. The trace of sets is equivalent to (I → ℘(Store))∗. This sequence of mapping of

instructions to set of stores can be approximated by I → ℘(Store).

3. Finally, a Galois connection between ℘(Store) and Abstore completes the analysis.

5 Context-trace semantics

Context-sensitivity is presented in the literature classically in terms of paths of an

ICFG, a graph that encodes the transfer of control component of semantics of instruc-

tions. An ICFG consists of CFGs for individual procedures, and edges between these

CFGs represent interprocedural control flow, typically represented by call edges and
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return edges. A path, starting from the entry node, in an individual CFG represents a

valid sequence of flow of control. A flow-sensitive analysis propagates data over paths

of a CFG. However, a path that starts from the entry of the program and traverses

nodes in multiple CFGs may not always represent a valid flow of control. For such a

path to be valid the call and the ret edges in the path should be paired, meeting certain

constraints, the details of which may be found elsewhere in the literature [14].

Since the prior definition of context-sensitivity is tied to semantics of procedure call

and return statements of high-level languages, and therefore, call and ret instructions of

assembly language, it is not directly applicable for context-sensitive analysis of binaries

that are obfuscated.

In this section we use the machinery of abstract interpretation to develop a gen-

eralized notion of context-sensitive analysis, where contexts are maintained in LIFO

order. The concept is general in that it only requires the knowledge of the set of in-

structions that create contexts and those that delete contexts. This generalized concept

of context-sensitivity does not depend on whether an instruction transfers control. The

primary constraint required is that the most recently created context be destroyed first.

Let L ⊆ I denote the set of instructions (of a language) that open contexts, and

M ⊆ I denote the set of instructions that close contexts. A context string is the sequence

of context opening instructions belonging to the L∗ ⊆ I∗. The function π represents

the effect of an individual state, an element of Σ, on the accumulated context string.
π : Σ → L∗→ L∗

π s ν ,



i.ν if i ∈ L
(rest ν) if i ∈ M

where i = s ↓ 1. If the instruction in the state given by s ↓ 1 belongs to the set L, it is

pushed on the current context string. If the instruction belongs to M it pops the topmost

context from the context string. Otherwise, the context string is left unchanged.

Now given a trace σ we can map it to its current context ν = Π σ, where Π is

defined as follows:
Π : Σ∗ → L∗

Π σ , (Π ′ σ ǫ)

Π ′ : Σ∗ → L∗→ L∗
Π ′ ǫ ν , ν

Π ′ s.σ ν , (Π ′ σ (π s ν))
The function Π maps a trace to its context string–the list of contexts that are

open–by applying π repeatedly on successive elements of σ. Let νi represent the context

string from the ith application of π. The function Π (using Π ′) establishes the following

relation νi = (π (σ i) νi−1), where ν0 = ǫ, for 1 ≤ i ≤ |σ|.

Consider, for example, the sequence of instructions a x b c y a b a resulting from

projecting out only the instructions from a trace. Let a, b, c ∈ L and x, y ∈ M. The

context string associated with each prefix of the projected trace sequence is given as

follows:

{(a) 7→ (a), (a x) 7→ ǫ, (a x b) 7→ (b), (a x b c) 7→ (c b), (a x b c y) 7→ (b), (a x b c y a) 7→

(a b), (a x b c y a b) 7→ (b a b), (a x b c y a b a) 7→ (a b a b)}.

A context trace is a pair of a context string and a trace (ν, σ) ∈ (L∗×Σ∗). Not all

elements of the set (L∗×Σ∗) are meaningful. We define a context-trace in which the

context string represents the context associated with the trace as a Π-valid context

trace.

Definition 1 (Definition 1.) A context-trace (ν, σ) ∈ (L∗×Σ∗) is Π-valid iff ν =

Π σ.
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A Π-valid context trace is equivalent to a valid-interprocedural path in the ICFG

of a program when the sets L and M represent the set of call and return instructions,

respectively, of that program.

We denote the set of all finite partial Π-valid context traces as ℘(L∗×Σ∗)Π ≡ L∗ Π
−→

℘(Σ∗). This forms the semantic domain for the context-trace semantics. The following

lemma shows that this semantic domain is equivalent to ℘(Σ∗), the semantic domain

for the trace semantics.

Lemma 1 L∗ Π
−→ ℘(Σ∗) ≡ ℘(Σ∗)

Proof Let f : L∗ Π
−→ ℘(Σ∗) −→ ℘(Σ∗) and g : ℘(Σ∗) −→ L∗ Π

−→ ℘(Σ∗) be functions

defined as follows:

f : L∗ Π
−→ ℘(Σ∗) −→ ℘(Σ∗)

f Y =
[

ν ∈ dom Y

Y ν

g : ℘(Σ∗) −→ L∗ Π
−→ ℘(Σ∗)

g X = λν � {σ | σ ∈ X, ν = Π σ}

where Y : L∗ Π
−→ ℘(Σ∗) and X ∈ ℘(Σ∗).

We can say that L∗ Π
−→ ℘(Σ∗) ≡ ℘(Σ∗) if ∀X ∈ ℘(Σ∗) : f(g X) = X and ∀Y ∈

L∗ Π
−→ ℘(Σ∗) : g(f Y ) = Y .

i) ∀X ∈ ℘(Σ∗) : f(g X) = X.

We have to show that f(g X) ⊂ X and X ⊂ f(g X). The proof is as follows.

f(g X) =
[

ν ∈ dom(g X)

(g X)ν =
[

ν ∈ dom(g X)

{σ | σ ∈ X, ν = Π σ} ⊂ X

It is clear that X ⊂ f(g X) since that σ ∈ X in the union of f(g X).

ii) ∀Y ∈ L∗ Π
−→ ℘(Σ∗) : g(f Y ) = Y .

We have to show that g(f Y ) ⊂ Y and that Y ⊂ g(f Y ). The proof is as follows.

g(f Y ) = {σ | σ ∈ (f Y ), ν = Π σ} = {σ | σ ∈
[

ν ∈ dom Y

(Y ν), ν = Π σ} ⊂ (Y ν)

Now, for Y ⊂ g(f Y ), we assume ∃ν ∈ Y such that ν /∈ {σ | σ ∈
S

ν ∈ dom Y (Y ν), ν =

Π σ}, i.e., ν 6= Π σ which contradicts g definition. ⊓⊔

This then gives us the framework needed to develop context-sensitive analyses,

where context is made explicit. In particular, it gives the framework to derive context-

sensitive counterpart of context insensitive analysis.

Assume that an analysis I → Abstore derived from the trace semantics ℘((I ×

Store))∗ is context-insensitive. Its context sensitive counterpart may be derived using

the following chain of Galois connections:



15

L∗ Π
−→ ℘((I × Store)∗)

⊑ L∗ Π
−→ (℘(I × Store))∗

≡ L∗ Π
−→ (I → ℘(Store))∗

⊑ LAbs Π
−→ I → Abstore

where LAbs is an abstraction of the concrete context L∗. In the following section we

describe two context abstractions, generalized from analogous abstractions used for

calling-contexts.

6 Context abstractions

Due to recursion the set of all finite length calling-contexts in a program may be infinite.

Even when a program does not have recursion, the number of calling-contexts it has

can be exponentially large [21]. So while a full call-string analysis may yield the most

precise results, it may not be practical to compute it. To make an analysis scalable for

large programs, it is common to reduce the space of calling-contexts by using certain

abstractions.

The literature contains two significant classes of abstractions for calling-contexts.

The first one, introduced by Sharir and Pnueli [29], abstracts a call string by mapping

it to its k-length suffix. The second abstraction, introduced by Emami et al. [11],

effectively abstracts a call string by reducing recursive paths in it by a single node. We

say ‘effectively’ because the method is not stated as an abstraction over call-strings

but can be mapped to such an abstraction. There are a few later works whose calling-

context abstractions may also be mapped to this second abstraction [36,38].

What is true of calling-contexts will also be true for any other instantiation of

our generalized notion of context. Hence, it is fruitful to develop generalized context

abstractions for use in any context-sensitive analysis. Since the abstractions for calling

contexts have been defined in terms of paths over ICFG, the original definitions cannot

be directly mapped to generalized contexts that are defined independent of control flow.

In the following subsections we derive the two abstractions using the machinery

of abstract interpretation. We call the generalization of Sharir and Pnueli’s k-suffix

approach as k-context abstraction and Emami et al.’s reduction of recursive loops as

ℓ-context abstraction. While Sharir and Pnueli used k length suffixes, our abstraction

uses k length prefixes because in our stack the most recent element is inserted on

the head of the sequence. Mapping from our method to Emami et al.’s is not that

straightforward. Emami et al. define a context as a node in an “invocation graph.”

Our ℓ-context strings correspond to paths in Emami et al.’s invocation graph.

It is apparent that there is no significant algorithmic challenge in generalizing

the abstractions from calling-contexts to generalized contexts. However, the real issue

in developing the abstraction is in how one would prove that an analysis using that

abstraction will be sound. When used for abstracting calling-context such arguments

are made by reasoning over paths of an ICFG. Since the generalized context does not

have the benefit of an ICFG, albeit by design, the arguments about soundness must

be developed.

Thus, the most significant component of the generalization we perform is the deriva-

tion of Galois connections, for these are necessary to prove the soundness of any analysis

derived from these context abstractions.



16

6.1 k -Context

Let Lk represent the set of sequences of opening contexts of length ≤ k and k+1 length

sequences created by appending ⊤ =
FL to k-length sequences of opening contexts. An

element of Lk is called a k-context. We can establish a map αk : L∗→ Lk as:

αk ν ,



ν if |ν| ≤ k

νk.⊤ otherwise, where ∃ν′ : ν = νk ∧ |νk| = k.

In other words, when ν is longer than k, αk maps it to νk.⊤, where νk is the k-

length prefix of ν. A sequence of length ≤ k is mapped to itself. It follows from the

lemma below that Lk is an abstraction of L∗.

Lemma 2 αk is surjective and additive.

Proof The surjectivity property follows from the application of αk, since ∀νk ∈ Lk is

formed from a k-length prefix of a ν ∈ L∗. The additivity property is true if: f(a⊔ b) =

f(a) ⊔ f(b), where f(x) is the application of αk over a context string ν, and

i) a ⊔ b results from the consecutive application of the strong ordering operator over

every element in the context strings a and b.

ii) f(a⊔b) produces a k-context string with the prefix k elements from a⊔b, preserving

their order.

iii) f(a) and f(b) produces two k-context strings with the prefix k elements from a and

b, respectively, preserving their order.

iv) f(a) ⊔ f(b) produces a context string resulting from the consecutive application of

the strong ordering operator over every element in the k-contexts f(a) and f(b).

Since strong ordering operator applied over two elements of a given context string

results either in ⊤ if the elements are different or the actual element if it is the same

in both context strings, and αk preserves the order of the context, from (ii) and (iii),

it can be proved that αk is additive. ⊓⊔

Thus, L∗ and Lk form a Galois insertion with the abstraction map αk. Context-

sensitive analyses may be derived by defining appropriate context abstraction Lk⊑ LAbs.

In Table 1, the “Context” column provides some examples of contexts. Their cor-

responding k-context abstractions, with k = 3, are shown in the “3-Context” column.

6.2 ℓ-Context

Let B represent the set {1, +}, where 1 ⊑ +. The set Lℓ⊆ (L×B)∗ is defined as:

Definition 2 (Definition 2.) Lℓ is the smallest set contained in (L×B)∗ satisfying:

1. ǫ ∈ Lℓ
2. ∀νℓ ∈ Lℓ ; c ∈ L; ∀x ∈ B :

(c, x) /∈ νℓ ⇒ (c, 1).νℓ ∈ Lℓ ∧ (c, +).νℓ ∈ Lℓ

Assume L = {a, b, c}, the notation x denotes (x, 1), and x+ denotes (x, +). The

following strings are some examples of sequences in Lℓ: ǫ, a, ab, a+, ab+, a+b+c+.

Some examples of sequences in (L×B)∗, but not in Lℓ, are: aa, abba, a+a+, aba+b+.

The following lemma gives the bound on the size of strings in Lℓ.
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Context 3-Context ℓ-Context

abc abc abc
aaaaa aaa⊤ a+

abca abc⊤ a+

abcaaaaaabc abc⊤ abc+

abccba abc⊤ a+

aaabbbaaabbbcbbb aaa⊤ a+b+

Table 1 Examples of contexts and abstract contexts

Lemma 3 ∀νℓ ∈ Lℓ : |νℓ| ≤ |L|.

Proof For any element c ∈ L, either c or c+ may be in νℓ, and each element can occur

at most once. ⊓⊔

The element a+ represents the set of all contexts that start at the opening context

a followed by a sequence of contexts and then terminates on the opening context a.

Table 1 provides examples of contexts and their corresponding ℓ-contexts. Consider

the context “abcaaaaaabc,” which when read right-to-left gives the order in which the

contexts were pushed. It is abstracted to abc+. The term c+ represents the set of all

non-zero length sequences starting with c and ending with c, and thus represents all

cyclic context strings from c to c. The term abc+ thus represents the set of contexts

consisting of the opening context a, pushed on the opening context b, pushed on a

sequence of openings contexts starting with c and ending with c.

To develop the abstraction function from L∗ to Lℓ we first develop the abstract

syntax tree (AST) domain LT that is isomorphic to L∗. The abstraction map is then

defined on LT . The following rule defines the syntactic structure of LT in terms of L∗T .

LT = ⊥∪ LT×L∗T×L

An element of LT may either be ⊥ or a 3-tuple consisting of (νT , σT , c) where νT ∈ LT ,

σT ∈ L∗T , and c ∈ L. In addition, we also require that the elements of LT further satisfy

the semantic constraint that (t, σT , c) is in LT iff c does not occur again in the subtrees

t and σT , which is formally defined as follows:

∀t ∈ LT ; σT ∈ L∗T ; c ∈ L : (t, σT , c) ∈ LT ⇔ c 6∈T t ∧ c 6∈T∗ σT

where the two relations ∈T ⊆ L×LT and ∈T∗ ⊆ L×L∗T are defined as follows:

∀c, d ∈ L; σT ∈ L∗T ; t ∈ LT
c ∈T (t, σT , d) ⇔ c ∈T t ∨ c ∈T∗ σT ∨ d = c

c ∈T∗ t.σT ⇔ c ∈T t ∨ c ∈T∗ σT

The function φ maps elements from L∗ to LT . This map amounts to parsing.

φ : L∗ → LT
φ ǫ , ⊥

φ σ.c , ((φ s1), (map φ [s2, s3, . . . , sn]), c)

where σ = s1.c.s2.c. . . . c.sn for some s1, s2, . . . , sn ∈ L∗ such that ∀ 1 ≤ i ≤ n :

c 6∈ si. The function splits a context string, using its first context c, into a sequence of

maximal substrings s1, . . . , sn such that each of the si does not contain c. The triple

(s1, [s2 . . . sn], c) is used to create the recursive structure, with the function map lifting
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Context T-Context

a (⊥, ǫ, a)
abc (((⊥, ǫ, a), ǫ, b), ǫ, c)
aaaaa (⊥, [⊥,⊥,⊥,⊥], a)
abca (⊥, [((⊥, ǫ, b), ǫ, c)], a)
abcabc (((⊥, ǫ, a), ǫ, b), [((⊥, ǫ, a), ǫ, b)], c)
cabcaaabab (((⊥, ǫ, c), ǫ, a), [((⊥, ǫ, c), [⊥,⊥], a), (⊥, ǫ, a)], b)

Table 2 Examples of mapping contexts and T-contexts

φ to apply it point-wise on all elements of a sequence. This construction ensures that

the semantic constraint for LT is preserved. The map from a sequence σ.c ∈ L∗ to

the triple (s1, [s2 . . . sn], c) is bijective. Thus, the domains L∗ and LT are isomorphic.

Table 2 provides examples of contexts and their corresponding “T-contexts”, i.e., the

corresponding terms in LT .

We now define an abstraction map αℓ : LT→ Lℓ as follows:

∀t ∈ LT ; s ∈ L∗T ; c ∈ L
(αℓ ⊥) , ǫ

(αℓ (t, s, c)) , (αℓ t).c(αB |s|)

where αB is defined as:

(αB n) ,



1 n = 0

+ n > 0

It follows from the definition that αB is surjective and additive. Hence, αB is an

abstraction from N to B, and N and B form a Galois insertion. To demonstrate that

αℓ is additive we introduce the relation ⊑T on LT as follows:

∀t, t1, t2 ∈ LT ; ∀s1, s2 ∈ L∗T ; ∀c1, c2 ∈ L
⊥ ⊑T t,

(t1, s1, c1) ⊑T (t2, s2, c2) ⇔ t1 ⊑T t2 ∧ s1 ⊑∗
T s2 ∧ c1 ⊑ c2

It can be shown that ⊑T is reflexive, anti-symmetric, and transitive, and thus

defines a partial order on LT .

Lemma 4 αℓ is surjective and additive.

Proof The surjectivity property follows from the application of the definition of αℓ.

The additivity property follows from structural induction using the recursive functions

defined for mappings φ (eq. 6.2) and αℓ (eq. 6.2). ⊓⊔

Once again, a context-sensitive analysis may be derived by defining L and M, and

the appropriate context abstraction Lℓ⊑ LAbs.

7 Analysis of obfuscated assembly programs

We now turn our attention to context-sensitive analysis of assembly programs in which

the call and ret instructions may be obfuscated. The semantics of the classic call and

ret instructions consists of two parts: manipulation of return address on the stack and

transfer of program control. To obfuscate a procedure call (or return from a call) the
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Syntactic Categories:

b ∈ B (boolean expressions)
e, e′ ∈ E (integer expressions)
i ∈ I (instructions)
l, l′ ∈ L ⊆ Z (labels)
z ∈ Z (integers)
p ∈ P (programs)
r ∈ R (references)

Syntax:

e ::= l | z | r | ∗ r | e1 op e2 (op ∈ {+, −, ∗, /, ...})
b ::= true | false | e1 < e2 |¬b | b1 && b2
i ::= l : esp = esp + e � eip = e′ |

l : esp = e � eip = e′ |
l : ∗esp = e � eip = e′ |
l : r = e � eip = e′ |
l : ∗r = e � eip = e′ |
l : if (b) eip = e; eip = l′

p ::= seq(i)

Fig. 4 An x86-like assembly language.

two parts of the semantics of the instructions may be separated and performed using

other instructions. Further, all instructions participating in simulating a call or a return

may not be contiguous in the code; they may be distributed–intermixed with other

instructions. On the other hand, call (ret) instructions may be employed for purposes

other than making (returning from) a procedure call. For instance, a call instruction

may be used to transfer control, but the return address may be discarded [16].

Procedure call and return obfuscations thwart analysis of assembly program by

attacking an important step needed for interprocedural analysis: identification of pro-

cedures and creation of call graph [18]. Most assembly languages do not provide any

mechanism to encapsulate procedures. Thus, disassemblers use call and ret instruc-

tions to determine procedure boundaries and to create the call graph [13]. When these

instructions are obfuscated, the procedures identified and the call graph created may

be questionable and any subsequent interprocedural analyses circumspect.

7.1 Programming language

To present our analysis of assembly programs where call and ret instructions are ob-

fuscated, we first introduce a simple assembly language that does not contain these

instructions. Instead, the language provides primitives to manipulate the stack pointer

and the instruction pointer, both of which are registers in the IA32 architecture. Thus,

our language captures the essential properties needed to present our algorithm for

performing context-sensitive analysis of obfuscated assembly programs.

Figure 4 presents the syntax of the language we use to model our analysis. A

program p in this language consists of a sequence of instructions (seq(i)). Instructions

can be either conditional or unconditional. A conditional instruction at a label l has

the form “l : if (b) eip = e; eip = l′”, where b is a boolean expression, e is an integer

expression which evaluates to the label of the instruction to execute when b evaluates

to true, and l′ is the label of the instruction to execute when b evaluates to false. An
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Semantic domains:

δ ∈ ∆ = R + L → Z (store environment)
s ∈ Σ = I × ∆ (program states)
z ∈ Z (integers)
B = {true, false} (truth values)

Transition relation:

I : Σ → ℘(Σ)
I(Jl : esp = esp + e � eip = e′K, δ) = {((Fexpr e′ δ), Fesp (Fexpr e δ) δ)}
I(Jl : esp = e � eip = e′K, δ) = {((Fexpr e′ δ), Freset (Fexpr e δ) δ)}
I(Jl : ∗esp = e � eip = e′K, δ) = {((Fexpr e′ δ), F∗esp (Fexpr e δ) δ)}
I(Jl : r = e � eip = e′K, δ) = {((Fexpr e′ δ), Fassign r (Fexpr e δ) δ)}
I(Jl : ∗r = e � eip = e′K, δ) = {((Fexpr e′ δ), (F∗assign r (Fexpr e δ) δ)}

I(Jl : if (b) eip = e; eip = l′K, δ) =



{((Fexpr e δ), δ)} if true = (Fbool b δ)
{(l′, δ)} if false = (Fbool b δ)

Fig. 5 Semantic domains and transition relation for our model language of Figure 4.

unconditional instruction at a label l has the form of “l : assign � eip = e”, where

assign may assign the result of evaluating an expression to a reference (a register or

memory location), or a memory location pointed to by a reference. The component

“eip = e′” of an unconditional instruction assigns to the instruction pointer eip the

label of the command to be executed next.

Our language assumes a unique symbol esp representing the stack pointer, which

may be a register or a memory location. As noted by the rules in Figure 4 for instruction

i, the operations on (or through) the stack pointer are distinguishable from other

operations. The analysis presented assumes that the stack grows towards lower memory

addresses, but it can be changed trivially to accommodate the opposite convention.

Though our language does not explicitly model call, ret, push, or pop instructions,

equivalent behavior may be performed using primitives of our language. For example,

a “call l” instruction may be mapped to the following sequence of instructions in our

language:

l0 : esp = esp − 1 �eip = l1
l1 : ∗esp = l2 �eip = l

where l2 is the address of the instruction after the call instruction. It is not necessary

that these two instructions appear contiguously in code.

Figures 5 and 6 presents the semantics of our language. Figure 5 shows the semantic

domains and transition relation while Figure 6 shows the semantic functions. A program

state is represented by a pair (i, δ) ∈ I×∆, where i is the next instruction to be executed

in the store environment δ. Thus, Σ = I × ∆ denotes the set of all possible program

states. The transition relation between program states is defined as I : Σ → ℘(Σ),

i.e., the transition relation represents the behavior of an instruction i when executed

in a certain store environment δ. Given a program state s ∈ Σ, the semantic function

(I s) gives the set of possible successor states of s.

The transition relation, written for the set of all possible states, may be specialized

for the states of a specific program as follows. Let Σp = p × ∆p be the set of states

of a program p, then the transition relation Ip : Σp → ℘(Σp) on program p is:

(Ip i δ) = {(i′, δ′) | (i′, δ′) ∈ (I i δ), i′ ∈ p, and δ, δ′ ∈ ∆p}.
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Semantic functions:

Fesp : Z → ∆ → ∆
Fesp z δ = [esp 7→ ((δ esp) + z)]δ

Freset : Z → ∆ → ∆
Freset z δ = [esp 7→ z]δ

F∗esp : Z → ∆ → ∆
F∗esp z δ = [l′ 7→z]δ, where l′ = δ esp

Fassign : R → Z → ∆ → ∆
Fassign r z δ = [r 7→z]δ

F∗assign : R → Z → ∆ → ∆
F∗assign r z δ = [l′ 7→ z]δ, where l′ = δ r

Fexpr : E → ∆ → Z

FexprJlKδ = l
FexprJzKδ = z
FexprJrKδ = δ r
FexprJ∗rKδ = δ l, where l = δ r
FexprJe1 op e2Kδ = FexprJe1Kδ op FexprJe2Kδ

Fbool : B → ∆ → B
FboolJtrueKδ = true
FboolJfalseKδ = false
FboolJe1 < e2Kδ = FexprJe1Kδ < FexprJe2Kδ
FboolJ¬bKδ = ¬FboolJbKδ
FboolJb1 && b2Kδ = FboolJb1Kδ ∧ FboolJb2Kδ

Fig. 6 Semantic functions for our model language of Figure 4.

The concrete trace semantics for a program p is given by the least fixpoint of the

following function:

Fp T = Σp
i ∪ {σ.s.s′ | σ.s ∈ T ∧ s′ ∈ Ip s}

where T is a set of finite partial traces, σ is a sequence of program states s0...sn

of length |σ| > 0 such that ∀i ∈ [1, n) : si ∈ (Ip si−1), and s0 ∈ Σ
p
i the set of

initial states. Following Section 5, the concrete context-trace semantics can be obtained

by the least fixpoint of Fc : L∗ Π
−→ ℘(Σ∗) −→ L∗ Π

−→ ℘(Σ∗) which is mapped from

F : ℘(Σ∗) −→ ℘(Σ∗).

7.2 Stack-context

We now define the sets L′asm and M′asm, which are the sets of instructions that open and

close contexts, respectively, based on operations on the stack pointer. An instruction

opens a context, i.e., belongs in L′asm, if it decrements the stack pointer. Analogously,

an instruction closes a context, i.e., belongs in M′asm, if it increments the stack pointer.

L′asm, {i|∃n ∈ N,∃δ, δ′ : δ′ ∈ (I i δ) ∧ (δ′ esp) = (δ esp) − n}

M′asm , {i|∃n ∈ N,∃δ, δ′ : δ′ ∈ (I i δ) ∧ (δ′ esp) = (δ esp) + n}

Consider the class of programs in which (a) an instruction that modifies the stack

pointer always increments or decrements it by a statically known constant and (b) that

constant is the same for all instructions. This class includes programs that use only call,

ret, push, and pop instructions to modify the stack pointer. Programs generated by

conventional compilers typically fall in this class. For this class of programs the analysis
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domain L′ℓasm→ Abstore or L′kasm→ Abstore may be used to derive a context-sensitive

analysis.

Now consider the programs that meet constraint (a), but not (b). That is, pro-

grams in which the increment/decrement applied to a stack pointer can be statically

determined, but not all instructions use the same constant. Since the size of space

allocated/deallocated on the stack is not the same, a closing context statement may

not remove the entire context on the top of the stack. The analysis can be trivially

extended for this class of programs by statically introducing pseudo instructions such

that all stack pointer operations use the same constant.

Obfuscated programs, however, may not meet either of the constraints. They may

contain instructions that modify the stack pointer by direct assignment of values, such

as using the instruction l : esp = e � eip = e, or contain instructions that increment

or decrement the stack pointer by an expression whose value cannot be determined

statically. In the absence of any further information about the possible values of the

expression, say from using the Abstore, to derive a safe analysis a worst case assumption

would need to be made.

To analyze the most general class of assembly programs, we need to develop a

concrete context-trace semantics that allows for non-fixed size contexts. The set of

opening contexts for such semantics may be represented by the domain: Lasm ⊆ I ×N,

meaning that a context is a pair of a statement and stack units. The set of closing

contexts is represented by the domain Masm ⊆ I × N. The domains are described as

follows:

Lasm, {(i, n) | ∃δ, δ′ : δ′ ∈ (I i δ) ∧ (δ′ esp) = (δ esp) − n ∧ n > 0}

Masm , {(i, n)| ∃δ, δ′ : δ′ ∈ (I i δ) ∧ (δ′ esp) = (δ esp) + n ∧ n > 0}

A context string is a sequence belonging to L∗asm. A function Πasm : Σ∗ → L∗asm

may now be defined that maps a trace to its context string. This function accounts for

creation and destruction of varying size contexts.

Πasm : Σ∗
asm → L∗asm

Πasm σ , (Π ′ σ ǫ)

Π ′
asm : Σ∗

asm → L∗asm→ L∗asm

Π ′
asm ǫ ν , ν

Π ′
asm s1.ǫ ν , ν

Π ′
asm s1.s2.σ ν , (Π ′

asm s2.σ (πasm (i1, n) ν))

where n = (δ2 esp) − (δ1 esp), s1 = (i1, δ1), δ2 = s2 ↓ 2

πasm : (I × N) → L∗asm→ L∗asm

πasm (i, 0) ν , ν

πasm (i, n) ν , (i,−n).ν, if n < 0

πasm (i, n) (j, m).ν ,



(j, m − n).ν if m > n

πasm (i, n − m) ν otherwise

if n > 0

The function πasm above is a counter-part of the function π described in Section 5.

It performs the push and pop operations on a context-string depending on the value of

n. A negative value of n implies a push operation when the stack grows towards lower

memory addresses. Correspondingly, a positive value of n implies a pop operation.
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The concrete domains Lasm and Masm form infinite lattices because N is infinite.

Besides, the value of n, representing the size of a context, may not be statically

computable. Hence, we need an abstraction of these domains. We use the lattice

of constant-propagation to abstract N. Let N represent the flat lattice consisting of

the set of numbers in N and the special values ⊤ and ⊥. The lattice is flat in that

∀n, n1, n2 ∈ N : ⊥ ⊑N n ⊑N ⊤, and if n1 6= n2 then n1 ⊔ n2 = ⊤. We can now

define the abstract context domains L̂asm = I × N and M̂asm = I × N . The ℓ-context

abstraction of L̂∗asm, denoted by L̂ℓasm, will be used in the context-sensitive analysis of

assembly programs.

Let us compare the difference between the stack-context and the calling-context of

a non-obfuscated program. It is apparent that the set L̂asm specialized for instructions

in a program P may be larger when using stack-context than for calling-context. This

is because when using stack-context, a context is created not just for call instructions,

but also for push instructions. What is the implication of these extra nodes on the

computational complexity of the analysis? The complexity depends on two factors. The

total number of context strings created for a program and the number of context strings

reaching a statement. The total number of context strings (which includes all partial

strings) will increase as will the length of the strings. Empirical investigation is needed

to ascertain the impact of this increase on the expected computational complexity.

Similarly, encoding of the stack graph using binary-decision diagrams (BDD) may lead

to efficient computation the exponential relation, as previously reported for context-

sensitive pointer analysis [36,38].

7.3 Modeling transfer of control

To complete the analysis of programs in the model assembly language we still need to

develop abstraction for modeling the transfer of control. In the concrete semantics, the

register eip represents the instruction pointer. Upon execution of each instruction the

eip is updated with the label (a numerical value) of the next instruction to be executed.

The value of the label may be computed from an expression involving values of registers

and memory locations. Thus, to model transfer of control we need an abstraction of

the values computed by an expression.

We use Balakrishnan and Reps’ Value-Set Analysis (V SA) [1] to recover infor-

mation about the contents of memory locations and registers manipulated by an as-

sembly program. VSA uses the domain RIC = N × Z × Z to abstract ℘(Z). A value

s[lb, ub] ∈ RIC, where s ∈ N and lb, ub ∈ Z are mapped to ℘(Z) by the following

concretization map:

γ(s[lb, ub]) = {z|lb ≤ z ≤ ub, z ≡ lb (mod s)}.

Thus, γ(2[1, 9]) = {1, 3, 5, 7, 9}.

Since memory addresses are numerical values, the domain RIC provides a safe

approximation of the set of numerical values as well as addresses held by a register or a

memory location. Whether the values represented by an element s[lb, ub] are memory

addresses or numerical values follows from how the information is used in an instruction.

When the value is assigned to eip it is treated as a memory address, in particular, a

label of an instruction. Similarly, the value represents a memory address when used in

an indirect memory operand, such as when computing the expression ∗r.
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7.4 Semantic domain for context-sensitive Venable et al.’s algorithm

We now discuss the derivation of semantic domain for the context sensitive version of

Venable’s et al.’s algorithm, a static analyzer that tracks stack manipulations where the

stack pointer may be saved and restored in memory or registers. It combines Lakhotia

and Kumar’s Abstract Stack Graph (ASG) [16] with Reps and Balakrishnan’s Value-set

Analysis (VSA) [1].

The ASG domain was introduced by [16] as an abstraction of the set ℘(L∗asm).

Each element of ℘(L∗asm) represents a set of (partial) stack strings. To create a finite

representation of a possibly infinite set of such strings, Lakhotia and Kumar abstracted

℘(L∗asm) using the domain ASG = ℘(L̂asm) × ℘(L̂asm × L̂asm). The relevant abstrac-

tion/concretization maps to show that ℘(L∗asm) ⊑ ℘(L̂asm) × ℘(L̂asm × L̂asm) may be

derived from the following insight. The first component of the ASG domain, ℘(L̂asm),

represents the set of top of stacks. Starting from a node in the set of stack tops, a path

in the graph representing the second component, ℘(L̂asm × L̂asm), gives a partial stack

string.

Venable et al. combined the ASG and VSA domains to derive the context-insensitive

analysis I → R + L → ASG × RIC. We derive a context-sensitive equivalent of this

analysis using the domain L̂ℓasm → I → R + L → RIC. This domain does not include

a mapping from an instruction to its ASG because the abstraction of the stack is

implicitly available in a context-sensitive analysis. The analyzer may be derived using

the chain of Galois connections. To ensure termination of the analyzer, we use the

widening operator for RIC domain as given by [1] to accelerate fixpoint computation.

7.5 Soundness

The concrete context-trace semantics is given by the least fixpoint of the function

Fc : L∗asm
Πasm−−−−→ ℘(Σ∗) −→ L∗asm

Πasm−−−−→ ℘(Σ∗), where Σ = I × R + L → Z. The

context-trace semantics of the context-sensitive analyzer is given by the least fixpoint

of the function F# : (L̂ℓasm → I → R + L → RIC) −→ (L̂ℓasm → I → R + L → RIC).

Lemma 5 L∗asm
Πasm−−−−→ ℘(Σ∗) ⊑ L̂ℓasm → I → R + L → RIC.

Proof From Lemma 4 and Balakrishnan and Reps’ [1] follows that L∗asm⊑ L̂ℓasm and

℘(Z) ⊑ RIC. Then, it follows that:

L∗asm
Πasm−−−−→ ℘((Σ)∗)

⊑ L∗asm→ (℘(Σ))∗

≡ L∗asm→ (I → R + L → ℘(Z))∗

⊑ L∗asm→ I → R + L → ℘(Z)

⊑ L̂ℓasm → I → R + L → RIC.�

It follows from lemma 5 and the fixpoint transfer theorem that F# is a sound

approximation of Fc. Though, F# may not be complete w.r.t Fc.
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8 Empirical evaluation

We now present the results of an empirical evaluation of context-sensitive analysis of

obfuscated programs. We study the improvements in analysis of obfuscated code re-

sulting from the use of our ℓ-context-sensitive version of Venable et al.’s analysis [33]

against its context-insensitive version. The two versions of the analysis were imple-

mented on the Eclipse workbench and the evaluations performed on an Intel Core2

Duo 2Ghz/3GB Dell Workstation

Our empirical evaluation shows that, as expected, a context-sensitive analysis pro-

duces more precise results than its context-insensitive counterpart. Quite unexpectedly

our evaluation also shows that for certain call structures the context-sensitive analysis

is also more efficient.

In the absence of any accepted gold standard or benchmark for evaluating obfus-

cated programs, we crafted our own procedure. We performed the analysis using two

sets of programs. Programs in the first set were hand-crafted with a certain known

obfuscated calling structure. By hand-crafting the programs we were able to control

the call-structure and study how the performance changed with changes in the struc-

ture. While the extreme case of the call-structures we created are unlikely to occur in

real programs, they nonetheless reveal how the performance varies with the growth of

context. The second set contains W32.Evol.a, a metamorphic virus that employs call

obfuscation. This virus has been thorougly analyzed in our lab, and hence we are in a

position to evaluate the results of our analysis. While we have thousands of malicious

programs in our repository, we have not used them for our analysis because of lack

of knowledge of their details and hence our inability to evaluate the results of their

analysis.

For quantitative comparison we use two metrics: time and size of the sets. Time is

measured as the CPU time (in milliseconds) to complete an analysis. The size of the

sets is measured in terms of the cumulative size of the value sets for all instructions.

The size of the value set at an instruction i for context-insensitive analysis is denoted

by Sin(i), and that for context-sensitive analysis is denoted by Ssen(i).

Each program in the hand-crafted set contains a single procedure that adds two

parameters and returns the value. The programs differ in the number of calls to this

procedure. We constructed 10 programs, where program number n has n “calls” to

the same procedure. Each “call” passes different pairs of numbers and is implemented

using a combination of two push instructions and a ret instruction. Although all stack-

contexts in these programs are bounded by four (the number of push instructions), this

class of programs helps us evaluate the effect of the number of contexts.

Figure 7 plots the time for analyzing the 10 programs and Figure 8 plots the

sizes of the value sets. The results show that for this limited class of programs, the

computational cost of context-sensitive analysis grows linearly with the number of

contexts. In contrast, the cost of context-insensitive analysis grows quadratically. This

is expected because Venable et al.’s context-insensitive analysis essentially performs

intraprocedural analysis on the program. Since the program is obfuscated, its calling

structure is unavailable. The analysis, thus, returns the results of a “call” to every

“call”-site, leading to O(n2) paths for returning values.

Figure 8 shows the size of the value sets for all stores in the whole program in the

context-sensitive analysis (Ssen) and context-insensitive analysis (Sin). Observe that

Ssen grows linearly with the growth of contexts; however, Sin grows quadratically.
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Fig. 7 Time evaluation of the set of hand-crafted, obfuscated programs.

Fig. 8 Size of the sets evaluation of the set of hand-crafted, obfuscated programs.

The quadratic growth can be explained due to the analysis being performed on a much

larger number of invalid paths.

To quantify the improvement resulting from analyzing the metamorphic virus

W32.Evol.a using our context-sensitive analysis over Venable et al.’s context-insensitive

analysis we compute the difference in the size of the value sets resulting from the two

analysis for each instruction. Since the sizes resulting from context-insensitive analysis

are always higher, we compute the difference as Sin(i) − Ssen(i), for instruction i.

Figure 9 presents a histogram that shows the number of instructions where the

context-insensitive analysis gives larger sets (for various intervals of differences). The

data shows an improvement in precision with 25 of 98 interpreted instructions of

W32.Evol.a virus producing answers with better precision. The time for analyzing

W32.Evol.a virus was 300 ms and 1100 ms for context-sensitive and context-insensitive

analysis, respectively. Thus, our context-sensitive analysis is more efficient and more

precise than the Venable et al.’s context-insensitive analysis.

9 Conclusions

We have presented a method for performing context-sensitive analysis for binaries in

which calling-contexts cannot be discerned. Such binaries are often crafted to break
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Fig. 9 Histogram of approximations for Win32.Evol.a.

existing methods of analysis. For instance, the IDA Pro disassembler identifies the

procedures in a binary by analyzing its call instructions. Any analysis based on such

a disassembler would fail if the binary does not use the call instruction to make a

procedure call. Obfuscations that defeat analyzers are commonly used by authors of

malware. They are also used to protect intellectual property.

Our method of context-sensitive analysis does not rely on finding procedure bound-

aries and determining procedure calls. Instead, it defines a context based on the state

of the stack. Thus, any operation that pushes data on the stack creates a context. Con-

versely, any operation that removes data from the stack removes a context. The problem

of determining transfer of control, also an important problem for obfuscated binaries,

is solved separately by using Balakrishnan and Reps’ Value-Set Analysis (VSA) [1].

We adapt prior work on context-sensitive analysis using call-strings to use with

the stack-context. The notion of call-strings has in the past been described in terms of

valid paths of an ICFG [29]. We generalize the concept using abstract interpretation

and define contexts using trace semantics. We implement a context-sensitive variant

of Venable et al.’s analysis that combines the VSA and ASG domains [33]. Empirical

evaluation shows that context-sensitive analysis using ℓ-context leads to several order

of magnitude improvement in the running time and improvement in precision.

While the method improves upon the state-of-the-art by enabling context-sensitive

analysis of obfuscated programs its performance on non-obfuscated programs is equally

important. Treating any push on the stack to create a new context increases the num-

ber of nodes in a context-graph, a graph that contains the call-graph. Further empirical

investigation is needed to study the impact of this increase on the computational com-

plexity of the analysis.
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